
)HDWXUH�,QWHUDFWLRQ�'HWHFWLRQ�
D�/2726�EDVHG�DSSURDFK

%\�4��)X��3��+DUQRLV��/��/RJULSSR��-��6LQFHQQHV
7HOHFRPPXQLFDWLRQV�6RIWZDUH�(QJLQHHULQJ�5HVHDUFK�*URXS

6FKRRO�RI�,QIRUPDWLRQ�7HFKQRORJ\�DQG�(QJLQHHULQJ
8QLYHUVLW\�RI�2WWDZD

2WWDZD��2QW��&DQDGD�.�1��1�

$EVWUDFW
$�PHWKRGRORJ\� WR� GHWHFW� IHDWXUH� LQWHUDFWLRQV� LQ� WKH� GHVLJQ� RI� WHOHSKRQH
V\VWHPV� LV� SUHVHQWHG�� )LUVW�� WKH� V\VWHP�ZLWK� LWV� IHDWXUHV� LV� VSHFLILHG� LQ
/2726��:LWK�WKH�XVH�RI� WRROV�� WKH�VSHFLILFDWLRQ� LV� WKHQ�H[SDQGHG� LQWR�D
VWDWH�WUDQVLWLRQ�PRGHO��UHSUHVHQWLQJ�HLWKHU�WKH�HQWLUH�JOREDO�VWDWH�VSDFH�RU
VLJQLILFDQW�SRUWLRQV�RI� LW�� 3URSHUWLHV� GHVFULEH� SURSHU� V\VWHP�DQG� IHDWXUH
EHKDYLRU�� YLRODWLRQV� WR� WKHVH� SURSHUWLHV� DUH� V\PSWRPV� RI� IHDWXUH
LQWHUDFWLRQ�� 2EVHUYHUV�� ZDWFKGRJV�� DQG� WUDFH� DQDO\VLV� WRROV� DUH
FRQVWUXFWHG� WR� FKHFN� IRU� GHYLDWLRQV� IURP� WKHVH� SURSHUWLHV�� 7KHVH
SURFHVVHV�DUH�XVHG�WR�VHDUFK�WKH�VWDWH�WUDQVLWLRQV��ERWK�GXULQJ�DQG�DIWHU
WKH�FRQVWUXFWLRQ�RI�WKH�VWDWH�WUDQVLWLRQ�PRGHO��7UDFHV�SUHVHQWLQJ�YLRODWLRQ
RI�SURSHUWLHV�DUH�SULQWHG�DV�0HVVDJH�6HTXHQFH�&KDUWV�

� ,QWURGXFWLRQ
2Q�WKH�RFFDVLRQ�RI�WKH�)LIWK�,QWHUQDWLRQDO�:RUNVKRS�RQ�)HDWXUH�,QWHUDFWLRQV�LQ
7HOHFRPPXQLFDWLRQV�DQG�6RIWZDUH�6\VWHPV��),:
�����D�)HDWXUH�,QWHUDFWLRQ��),�
GHWHFWLRQ�FRQWHVW�ZDV�KHOG�>��@��7KH�FRQWHVW�RIIHUHG�DQ�RSSRUWXQLW\�WR�FRPSDUH
WKH� HIILFLHQF\� DQG� WKH� DGDSWDELOLW\� RI� GLIIHUHQW� PHWKRGV� DQG� WRROV� LQ� WKH
GHWHFWLRQ� RI� IHDWXUH� LQWHUDFWLRQV�� ,QYLWLQJ� UHVHDUFK� WHDPV� RI� DOO� VFKRROV� RI
WKRXJKW� WR� FRPSHWH�� XQGHU� FRQWUROOHG� FRQGLWLRQV�� LQ� DFFRPSOLVKLQJ� D� VSHFLILF
DQG�SUHGHWHUPLQHG�WDVN��VHW�D�EDVLV�WR�SHUPLW�WKH�DVVHVVPHQW�RI�WKH�DGYDQWDJHV
DQG�FDSDELOLWLHV�RI� WKH�YDULRXV�PHWKRGRORJLHV��7KH�8QLYHUVLW\�RI�2WWDZD�JURXS
SDUWLFLSDWHG� LQ� WKH� FRQWHVW�� 7KH� WHDP� FRQVLVWHG� RI� /XLJL� /RJULSSR� �SURMHFW
OHDGHU��� 4LIDQJ� �-HQQLIHU�� )X� �JUDGXDWH� VWXGHQW��� 3DVFDO� +DUQRLV� �JUDGXDWH
VWXGHQW�� DQG� -DFTXHV� 6LQFHQQHV� �V\VWHPV� SURJUDPPHU�DQDO\VW��� 7KLV� SDSHU
SUHVHQWV�WKH�DSSURDFK�RI�WKH�WHDP�

7KH� GHVFULSWLRQV� RI� WKH� EHKDYLRUV� RI� WKH� V\VWHP� DQG� RI� LWV� IHDWXUHV� ZHUH
VXEPLWWHG� WR� WKH� FRQWHVWDQWV� LQ� WHUPV� RI� &KLVHO� GLDJUDPV� >�@�� %ULHI� LQIRUPDO
GHVFULSWLRQV� RI� WKH� LQWHQGHG� EHKDYLRUDO� SURSHUWLHV� RI� HDFK� IHDWXUH� ZHUH� DOVR
VXSSOLHG�� :H� UHIHU� WR� D� FRPSDQLRQ� SDSHU� LQ� WKLV� VSHFLDO� LVVXH� IRU� EDVLF
LQIRUPDWLRQ�DERXW�WKH�FRQWHVW�DQG�WKH�IHDWXUHV�

7KH�DSSURDFK�RXWOLQHG�LQ�WKLV�SDSHU�UHVWV�RQ�WKH�XVH�RI�WKH�)RUPDO�'HVFULSWLRQ
7HFKQLTXH� �)'7�� >��@� /2726� >�@>��@>��@�� /2726� LV� XVHG� WR� VSHFLI\� WKH� EDVLF
V\VWHP�DQG�WKH�IHDWXUHV��DORQJ�ZLWK�WKH�IHDWXUH�SURSHUWLHV��LQ�WHUPV�RI�H[SHFWHG
DQG�XQH[SHFWHG�HYHQWV�DQG�YDOXHV��

$�VWUDLJKWIRUZDUG�FRQYHUVLRQ�RI�WKH�&KLVHO�GLDJUDPV�LQWR�/2726�ZDV�SRVVLEOH�
,Q� WXUQ��VSHFLI\LQJ� WKH�SURSHUWLHV�QHFHVVLWDWHG�PRUH� LQJHQXLW\��GHVLUHG�V\VWHP
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FKDUDFWHULVWLFV� QHHGHG� WR� EH� LQIHUUHG� IURP� WKH� &KLVHO� GLDJUDPV� DQG� LQIRUPDO
GHVFULSWLRQV�

6HYHUDO� WRROV� ZHUH� XVHG� WR� DVVLVW� LQ� PDQLSXODWLQJ� /2726� VSHFLILFDWLRQV�
V\QWDFWLF�DQG�VWDWLF� VHPDQWLFV�DQDO\]HUV�� VWHS�E\�VWHS� DQG� UDQGRP�H[HFXWLRQ�
V\PEROLF� DQG� YDOXHG� H[SDQVLRQ�� FRPSDULVRQ� DQG� VHDUFK� RI� EHKDYLRUV�� 7R
SUHVHQW� WKH� UHVXOWV�� D� WRRO� IRU� SULQWLQJ� /2726� WUDFHV� LQ� WKH� IRUP� RI�0HVVDJH
6HTXHQFH�&KDUWV��06&V��ZDV�XVHG��6RPH�RI�WKHVH�WRROV�ZHUH�ZULWWHQ�HVSHFLDOO\
IRU�WKH�FRQWHVW��RWKHUV�ZHUH�DGDSWHG�

� )HDWXUHV�DQG�)HDWXUH�,QWHUDFWLRQV
$OWKRXJK� VHYHUDO� IRUPDO� GHILQLWLRQV� RI� IHDWXUHV� DQG� IHDWXUH� LQWHUDFWLRQV� KDYH
EHHQ�SURSRVHG�LQ�WKH�OLWHUDWXUH��DW�OHDVW�RQH�RI�ZKLFK�LV�IURP�WKH�DXWKRUV
�JURXS
>��@�� LW� DSSHDUV� WKDW� QRQH� RI� WKHP� FRYHUV� DOO� WKH� SKHQRPHQD� WKDW� LQ� SUDFWLFH
KDYH�EHHQ�DVVRFLDWHG�ZLWK�WKHVH�WHUPV��6LQFH�WKH�FRQWHVW�UHTXLUHG�LGHQWLI\LQJ�DV
PDQ\� IHDWXUH� LQWHUDFWLRQV� DV� SRVVLEOH�� LW� ZDV� GHFLGHG� WR� XVH� SUDJPDWLF� DQG
VHPL�IRUPDO�GHILQLWLRQV��UDWKHU�WKDQ�IRUPDO�RQHV��2I�FRXUVH��H[DFW�GHILQLWLRQV�IRU
RXU� DSSURDFK� H[LVW� LQ� WKH� VHQVH� WKDW� WKH\� DUH� HQFRGHG� LQ� WKH� IRUPDO
VSHFLILFDWLRQ�ODQJXDJH�DQG�LQ�WKH�GHWHFWLRQ�WRROV�WKDW�ZHUH�XVHG��+RZHYHU�VXFK
GHILQLWLRQV�DUH�FRPSOH[�DQG�FRYHU�PDQ\�FDVHV��VR�WKH\�FDQQRW�EH�H[SUHVVHG�LQ
IHZ�OLQHV�RU�IHZ�IRUPXODH�

��� )HDWXUHV
,Q� WKLV� DSSURDFK�� D� V\VWHP� LV� VSHFLILHG� LQ� WHUPV� RI� LWV� EHKDYLRU�� FRQVLVWLQJ� RI
VHWV� RI� WHPSRUDOO\� RUGHUHG� H[WHUQDO� HYHQWV�� WKH� WUDFHV�� $� IHDWXUH� LV� D� VHOI�
FRQWDLQHG� VXEVHW� RI� WKH� EHKDYLRU� RI� WKH� V\VWHP�� $GGLQJ� D� IHDWXUH� FRQVLVWV� RI
H[WHQGLQJ�WKH�V\VWHP
V�EHKDYLRU��,QWXLWLYHO\�LQ�WKH�GHVLJQ�RI�WHOHSKRQH�V\VWHPV�
WKLV� LV�FRQFHLYHG�RI� DV�DGGLQJ� IXQFWLRQDOLW\��6XFK� LV� WKH�FDVH� IRU� IHDWXUHV� OLNH
&DOO� )RUZDUG� DQG� &DOOHU� 1DPH� 'LVSOD\�� ,Q� RWKHU� LQVWDQFHV�� D� IHDWXUH� LV
VRPHZKDW� GHVWUXFWLYH� DQG� UHGXFHV� WKH� VHW� RI� EHKDYLRUV� RI� WKH� V\VWHP�� $Q
H[DPSOH� RI� WKH� ODWWHU� FDVH� ZRXOG� EH� D� IHDWXUH� OLNH� ,QFRPLQJ� &DOO� 6FUHHQLQJ
ZKLFK��XQGHU�FHUWDLQ�FLUFXPVWDQFHV��SUHYHQWV�D�FDOO�IURP�EHLQJ�WHUPLQDWHG�

$GGLQJ� D� IHDWXUH� ZLWK� UHVSHFW� WR� D� JLYHQ� V\VWHP� FRQVLVWV� RI� PRGLI\LQJ� WKH
V\VWHP�VXFK�WKDW�LW� LQFRUSRUDWHV�WKH�PRGLILFDWLRQV�ZKLOH�UHWDLQLQJ�LWV�SUHYLRXV
IXQFWLRQDOLW\��WR�WKH�H[WHQW�VHW�E\�WKH�QHZ�IHDWXUH�

��� )HDWXUH�,QWHUDFWLRQV
7KH�GHILQLWLRQ�RI�IHDWXUH�LQWHUDFWLRQ�XVHG�LQ�WKLV�SDSHU�LV�UHTXLUHPHQWV�RULHQWHG�
7KH�FRQWHVW�VSHFLILFDWLRQV�VWDWH�WKH�SXUSRVH�RI�WKH�V\VWHP�DQG�RI�HDFK�IHDWXUH�
$�IHDWXUH�LQWHUDFWLRQ�RFFXUV�ZKHQ�WKH�SXUSRVH�RI�WKH�V\VWHP�RU�RI�D� IHDWXUH� LV
QRW� VDWLVILHG�� 7KLV� FDQ� RFFXU� GLUHFWO\�� LQ� WKH� VHQVH� WKDW� D� SURSHUW\� WKDW� LV� D
FRQVHTXHQFH� RI� WKH� SXUSRVH� LV� IDOVH� DW� D� SRLQW� ZKHUH� LW� VKRXOG� EH� WUXH�� IRU
H[DPSOH��D�FDOO�UHFHLYHG�E\�D�&DOO�)RUZDUG�%XV\�/LQH��&)%/��VXEVFULEHU� LV�QRW
IRUZDUGHG��2U�LW�FDQ�RFFXU�LQGLUHFWO\��LQ�WKH�VHQVH�WKDW�VRPH�EDVLF�UHTXLUHPHQW
IRU�WKH�FRUUHFW�IXQFWLRQLQJ�RI�WKH�V\VWHP�LV�YLRODWHG��$�FRPPRQ�H[DPSOH�RI�WKLV
VHFRQG�FDVH�LV�WKH�VLWXDWLRQ�ZKHUH�FRQIOLFWLQJ�VLJQDOV��VXFK�DV�5LQJ�DQG�%XV\�
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DUH� UHFHLYHG� E\� D� VXEVFULEHU� RU� ZKHUH� LPSURSHU� ELOOLQJ� RFFXUV�� VXFK� WKDW� D
ZURQJ�XVHU�LV�ELOOHG�RU�WKH�DPRXQW�ELOOHG�LV�LQFRUUHFW�

0RUH�IRUPDOO\��WKH�GHILQLWLRQ�RI�IHDWXUH�LQWHUDFWLRQ�XVHG�LQ�WKLV�SDSHU�LV�ORRVHO\
EDVHG� RQ� D� GHILQLWLRQ� SURSRVHG� E\� &RPEHV� DQG� 3LFNLQ� >��@� DQG� %RXPD� DQG
=XLGZHJ� >�@�� ,Q� WKHVH� SDSHUV�� WKH� GHVLUHG� V\VWHP� RSHUDWLRQ� LV� IRUPDOL]HG� DV
SURSHUWLHV� RI� IHDWXUHV�� ,W� LV� VDLG� WKDW� WKHUH� LV� IHDWXUH� LQWHUDFWLRQ� LI� WKHUH� LV� D
YLRODWLRQ�RI�WKHVH�SURSHUWLHV�ZKHQ�D�QHZ�IHDWXUH�LV�LQWURGXFHG��7KLV�GHILQLWLRQ�LV
FORVHO\� UHODWHG� WR� WKH� RQH� SURSRVHG� LQ� RWKHU� ORJLF�EDVHG� DSSURDFKHV�� ZKHUH� D
IHDWXUH�LQWHUDFWLRQ�LV�VHHQ�DV�DQ�LQFRQVLVWHQF\�LQ�WKH�SURSHUWLHV�RI� WKH�V\VWHP
>�@>�@�� &RPEHV� DQG� 3LFNLQ
V� GHILQLWLRQ� LV� H[WHQGHG� KHUH� WR� WDNH� LQWR
FRQVLGHUDWLRQ�WKH�FDVH�ZKHUH�D�V\VWHP�SURSHUW\�LV�YLRODWHG�ZKLOH�WKH�SURSHUWLHV
RI�WKH�LQGLYLGXDO�IHDWXUHV�DUH�DOO�SUHVHQW��6\VWHP�SURSHUWLHV�DUH�KHQFH�DGGHG�WR
WKH� VHW� RI� SURSHUWLHV� WR� EH� FKHFNHG�� ,W� HDV\� WR� VHH� WKDW� WKH� SURSHUWLHV� RI� WKH
IHDWXUHV�PD\�EH�VDWLVILHG�LQGLYLGXDOO\��EXW�V\VWHP�SURSHUWLHV�DUH�YLRODWHG�LI�WKH
WZR� IHDWXUHV� LVVXH�FRQIOLFWLQJ�VLJQDOV� �WKLV�KDSSHQV� LQ�PDQ\� VLWXDWLRQV� LQ� WKH
FRQWHVW
V�IHDWXUHV��

/HW�6�EH�WKH�VSHFLILFDWLRQ�RI�D�EDVLF� WHOHSKRQ\�V\VWHP�DQG�)���)���…�)Q�EH�WKH
VSHFLILFDWLRQV� RI� IHDWXUHV�� 7KH� LQWHJUDWLRQ� RI� WKH� IHDWXUHV� LQ� WKH� V\VWHP� LV
GHQRWHG�DV�6�⊕�)��⊕�)��⊕�…�⊕�)Q���/HW�63�EH�WKH�ORJLFDO�IRUPXOD�H[SUHVVLQJ�WKH
SURSHUWLHV�RI�6�DQG�)3���)3���…�)3Q�EH�IRUPXODH�H[SUHVVLQJ�WKH�SURSHUWLHV�RI�)��
)���…�)Q��ZLWK�1� �3�GHQRWLQJ�WKDW�D�V\VWHP�VSHFLILFDWLRQ�1�VDWLVILHV�IRUPXOD�3
�L�H��1�LV�D�PRGHO�RI�3���7KHQ�WKHUH�LV�DQ�LQWHUDFWLRQ�EHWZHHQ�IHDWXUHV�)���)���…
)Q�LI�∀L������L���Q��6�⊕�)L� �63�∧�)3L��EXW�¤�6�⊕�)��⊕�)��⊕�…��⊕�)L� �63�∧�)3��∧�)3�

∧�…�∧�)3Q��

7KH�⊕�RSHUDWRU�LV�DQ�LQWHJUDWLRQ�RSHUDWRU��WKH�LQWHJUDWLRQ�EHLQJ�GRQH�LQ�GLIIHUHQW
ZD\V� LQ� GLIIHUHQW� V\VWHP� DUFKLWHFWXUH�� � ⊕� UHPDLQV� DQ� LQIRUPDO� RSHUDWRU� >��@�
+RZHYHU�IRU�HDFK�JLYHQ�V\VWHP�DUFKLWHFWXUHV��WKH�LQWHJUDWLRQ�FDQ�EH�IRUPDOL]HG�

,W� VKRXOG�EH�QRWHG� WKDW�DOWKRXJK�RXU�GHILQLWLRQ�RI� IHDWXUH� LQWHUDFWLRQ� LV� ORJLF�
EDVHG�� RXU� GHWHFWLRQ�PHWKRG� LV�PRGHO�EDVHG�� L�H�� LQWHUDFWLRQV� DUH� GHWHFWHG� E\
FRQVWUXFWLQJ�WUDFHV�WKDW�UHYHDO�WKDW�WKH�VWDWHG�IHDWXUH�SURSHUWLHV�DUH�IDOVH�LQ�WKH
PRGHO�

� 7RROV�DQG�0HWKRGV�8VHG�WR�)LQG�)HDWXUH�,QWHUDFWLRQV

��� /2726
7KH�/DQJXDJH�2I�7HPSRUDO�2UGHULQJ�6SHFLILFDWLRQ� �/2726��ZDV�FKRVHQ�DV� WKH
)RUPDO� 'HVFULSWLRQ� 7HFKQLTXH� �)'7�� WR� EH� XVHG� IRU� WKH� VSHFLILFDWLRQ� RI� WKH
WHOHSKRQH�V\VWHP�DQG�LWV�IHDWXUHV�

$W� LWV� RULJLQ�� /2726� ZDV� GHVLJQHG� WR� EH� XVHG� IRU� WKH� VSHFLILFDWLRQ� RI� 2SHQ
6\VWHPV�,QWHUFRQQHFWLRQ�SURWRFROV�DQG�VHUYLFHV��6XEVHTXHQWO\��LW�KDV�EHHQ�XVHG
WR� VSHFLI\� PDQ\� RWKHU� W\SHV� RI� UHDFWLYH� DQG� GLVWULEXWHG� V\VWHPV� DQG� WKHLU
SURWRFROV� ZLWK� VDWLVIDFWRU\� UHVXOWV�� $� YHU\� EULHI� GHVFULSWLRQ� RI� WKH� ODQJXDJH
IROORZV��LQ�RUGHU�WR�PDNH�WKLV�SDSHU�VHOI�FRQWDLQHG�

7KH� PDLQ� LGHDV� RI� /2726� DUH� WKRVH� RI� 0LOQHU
V� &DOFXOXV� RI� &RPPXQLFDWLQJ
6\VWHPV��&&6��SURFHVV�DOJHEUD�>��@��+RZHYHU�WKH�SDUDOOHO�FRPSRVLWLRQ�RSHUDWRU
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ZLWK� WKH� PXOWL�ZD\� V\QFKURQL]DWLRQ� LV� LQVSLUHG� E\� +RDUH
V� &RPPXQLFDWLQJ
6HTXHQWLDO� 3URFHVVHV� �&63�� >��@�� )XUWKHU�� V\QWDFWLF� DQG� VHPDQWLF� VXJDU� ZDV
DGGHG�WR�LPSURYH�WKH�HDVH�RI�XVH�RI�/2726�

/2726�UHSUHVHQWV�V\VWHP�EHKDYLRU�E\�XVLQJ�DFWLRQV�DQG�EHKDYLRU�H[SUHVVLRQV�
$FWLRQV� UHSUHVHQW�EDVLF� EHKDYLRUV� RI� WKH�V\VWHP�� IRU� H[DPSOH��RIIKRRN� RU� ULQJ�
7KHUH� LV� DOVR� DQ� LQWHUQDO� �LQYLVLEOH�� DFWLRQ� ZULWWHQ� DV� L�� 7KUHH� EDVLF� EHKDYLRU
H[SUHVVLRQV� DUH� VWRS� �DOVR� FDOOHG� GHDGORFN� RU� XQVXFFHVVIXO� WHUPLQDWLRQ��� H[LW
�VXFFHVVIXO�WHUPLQDWLRQ��DQG�SURFHVV�LQVWDQWLDWLRQ�3>*@�9���ZKHUH�3�LV�WKH�QDPH
RI� D� /2726� SURFHVV�� *� LV� D� VHW� RI� JDWH� SDUDPHWHUV�� DQG� 9� LV� D� VHW� RI� YDOXH
SDUDPHWHUV��*LYHQ�EHKDYLRU�H[SUHVVLRQV�%��%���%���HWF��DQG�DFWLRQV�D��D���D��
HWF��� /2726� RSHUDWRUV� FDQ� EH� XVHG� WR� FRQVWUXFW� PRUH� FRPSOH[� EHKDYLRU
H[SUHVVLRQV�DV�IROORZV�

D��%��WKH�DFWLRQ�SUHIL[�RSHUDWRU���PHDQV�WKDW�WKH�V\VWHP�RIIHUV�DQ�DFWLRQ�D
IROORZHG�E\�EHKDYLRU�%�

%�� >@�%��� WKH�FKRLFH�RSHUDWRU� >@�PHDQV�WKDW� WKH�QH[W�DFWLRQ�RIIHU�FDQ�EH
REWDLQHG� HLWKHU� IURP� %�� RU� IURP� %��� 7KH� RWKHU� EHKDYLRU� H[SUHVVLRQ� LV
GLVFDUGHG�

%�� __� %��� WKH� IXOO� V\QFKURQL]DWLRQ� SDUDOOHO� RSHUDWRU� __� PHDQV� WKDW� D
FRPPRQ� QH[W� DFWLRQ� IURP� EHKDYLRU� H[SUHVVLRQV� %�� DQG� %�� KDV� WR� EH
IRXQG�LQ�RUGHU�IRU�WKH�V\VWHP�WR�SURFHHG��,I�VXFK�DFWLRQV�H[LVW��WKH\�DUH
RIIHUHG� �V\QFKURQL]DWLRQ�� DQG� WKHQ� WKH�QH[W� FRPPRQ�DFWLRQ� LV� REWDLQHG
DQG�VR�RQ��2WKHUZLVH�ZH�KDYH�D�GHDGORFN��L�H��VWRS�

%�� ___� %��� WKH� LQWHUOHDYLQJ� RSHUDWRU� ___� PHDQV� WKDW� DW� DQ\� SRLQW�
LQGHSHQGHQW�DFWLRQV�IURP�EHKDYLRU�H[SUHVVLRQ�%��RU�%��DUH�RIIHUHG�

%��_>D���D���«�DQ@_�%��� WKH�VHOHFWLYH�V\QFKURQL]DWLRQ�RSHUDWRU�_>@_� LV�D
JHQHUDOL]DWLRQ� RI� WKH� IXOO� V\QFKURQL]DWLRQ� DQG� LQWHUOHDYH� RSHUDWRUV�
,W� PHDQV� WKDW� RQ� DFWLRQV� D���«� DQ�� %�� DQG� %��PXVW� V\QFKURQL]H�� RQ
RWKHU�DFWLRQV�WKH\�LQWHUOHDYH�

%�� >!� %��� WKH� GLVDEOH� RSHUDWRU� >!� PHDQV� WKDW� DQ\� WLPH� GXULQJ� WKH
H[HFXWLRQ�RI�%���%��FDQ�WDNH�RYHU��WKXV�WHUPLQDWLQJ�%��

%�� !!� %��� WKH� HQDEOH� RSHUDWRU� !!� PHDQV� WKDW�� SURYLGHG� WKDW� %�� KDV
FRPSOHWHG�VXFFHVVIXOO\��H[LW�EHKDYLRU���%��FDQ�VWDUW�

KLGH�D�LQ�%��WKLV�LQWHUQDOL]HV��WUDQVIRUPV�WR�L��DOO�RIIHULQJV�RI�DFWLRQV�D�LQ
%

6R� IDU��ZH�KDYH�GLVFXVVHG�EDVLF�/2726��ZKHUH�WKH�QRWLRQV�RI�DFWLRQ�DQG�JDWH
FRLQFLGH�� /2726� LQFOXGHV� DOVR� D� EDVLF� $EVWUDFW� 'DWD� 7\SH� IRUPDOLVP�� FDOOHG
$&7� 21(� >��@�� ZKLFK� LV� XVHG� WR� UHSUHVHQW� GDWD� DEVWUDFWLRQV�� 'DWD� FDQ� EH
DVVRFLDWHG� ZLWK� DFWLRQV� LQ� WZR� EDVLF� ZD\V�� ��� PHDQLQJ� YDOXH� RIIHU�� DQG� "�
PHDQLQJ� YDOXH� TXHU\�� 7KHVH� FDQ� EH� FRPELQHG� ZLWK� JDWHV� WR� IRUP� FRPSOH[
DFWLRQV��IRU�H[DPSOH

switch !subscriber ?destination:destination_sort

GHQRWHV� DQ� DFWLRQ� ZKHUH� RQ� JDWH� VZLWFK�� WKH� FXUUHQW� YDOXH� RI� WKH� YDULDEOH
VXEVFULEHU� LV� RIIHUHG�� DQG� D� YDOXH� IRU� GHVWLQDWLRQ� LV� TXHULHG� VLPXOWDQHRXVO\�
2IIHUV�DQG�TXHULHV�DUH�FDOOHG�H[SHULPHQWV��7KLV�H[DPSOH�VKRZV�WKH�DEVWUDFWLRQ
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SRZHU�RI�/2726��E\�ZKLFK� LW� LV�SRVVLEOH� WR�GHVFULEH�DV�VLPSOH�DFWLRQV�V\VWHP
RSHUDWLRQV� WKDW� UHTXLUH�GHFRPSRVLWLRQ� LQ�DQ� LPSOHPHQWDWLRQ��$Q�DGYDQWDJH� RI
WKLV�DEVWUDFWLRQ�LV�WKDW�WKH�VWDWH�VSDFH�LV�UHGXFHG�

$� EDVLF� FRQFHSW� LQ� SURFHVV� DOJHEUDLF� ODQJXDJHV� LV� H[SDQVLRQ�� $Q\� /2726
EHKDYLRU� H[SUHVVLRQ� FDQ� EH� UHZULWWHQ� DV� DQ� HTXLYDOHQW� H[SUHVVLRQ� FRQWDLQLQJ
RQO\�FKRLFH��DFWLRQ�SUHIL[��DQG�VWRS��DOWKRXJK�WKLV�H[SUHVVLRQ�FRXOG�EH�LQILQLWH��
$Q� H[SDQGHG� /2726� VSHFLILFDWLRQ� UHSUHVHQWV� GLUHFWO\� WKH� ODEHOHG� WUDQVLWLRQ
V\VWHP� �/76�� >��@�RI� WKH�V\VWHP�LQ�FRQVLGHUDWLRQ��DQ�/76� LV� OLNH�D�)LQLWH�6WDWH
0DFKLQH���(DFK�DOWHUQDWLYH�SDWK�LQ�DQ�H[SDQGHG�VSHFLILFDWLRQ��RU�HDFK�EUDQFK�LQ
DQ� /76�� UHSUHVHQWV� H[SOLFLWO\� D� SRVVLEOH� VHTXHQFH� RI� DFWLRQV� LQ� WKH� V\VWHP�
6HTXHQFHV�RI�YLVLEOH�DFWLRQV�ZLOO�EH�FDOOHG�WUDFHV�

/2726�KDV� WZR�PDLQ� DVVHWV� LQ� WKH� DUHD� RI� VSHFLI\LQJ� WHOHSKRQ\� V\VWHPV� DQG
WKHLU�IHDWXUHV��LW�LV�FDSDEOH�RI�UHSUHVHQWLQJ�FOHDUO\�V\VWHP�VWUXFWXUH��DQG�LW�KDV
D�JRRG�VHW�RI�YDOLGDWLRQ�WRROV��7KH�WRROV�ZLOO�EH�GHVFULEHG�LQ�IROORZLQJ�VHFWLRQV�
&RQFHUQLQJ�WKH�UHSUHVHQWDWLRQ�RI�WHOHSKRQ\�V\VWHP�VWUXFWXUH��/2726�RSHUDWRUV
DOORZ� XV� WR� UHSUHVHQW� FOHDUO\� DJHQWV� WKDW� FRH[LVW� LQGHSHQGHQWO\� �LQWHUOHDYH��
FRPPXQLFDWH� �JHQHUDO�SDUDOOHOLVP��� IROORZ�HDFK�RWKHU
V�DFWLRQV� �HQDEOH���RU�FDQ
LQWHUUXSW�HDFK�RWKHU��GLVDEOH���,QWHUQDO�V\VWHP�DFWLRQV�FDQ�EH�KLGGHQ��([DPSOHV
RI� WKLV� IRU� VSHFLI\LQJ� WKH� FRQWHVW
V� IHDWXUHV� DUH� SUHVHQWHG� ODWHU� LQ� WKH� SDSHU�
6HYHUDO� VSHFLILFDWLRQ� VW\OHV� DUH� SRVVLEOH� LQ� /2726� >��@�� 6RPH� VW\OHV� DUH
DSSURSULDWH� IRU� UHSUHVHQWLQJ� DEVWUDFWO\� V\VWHP� UHTXLUHPHQWV��ZKLOH� RWKHUV� DUH
DSSURSULDWH�IRU�UHSUHVHQWLQJ�LPSOHPHQWDWLRQ�VWUXFWXUHV�

2XU�8QLYHUVLW\�RI�2WWDZD�JURXS�KDV�D�ORQJ�H[SHULHQFH�LQ�WKH�XVH�RI�/2726�IRU
VSHFLI\LQJ� V\VWHP� IHDWXUHV� DQG� GHWHFWLQJ� IHDWXUH� LQWHUDFWLRQV
>�@>�@>��@>��@>��@>��@>��@>��@>��@��2WKHU�/2726�EDVHG�DSSURDFKHV�WR�WKH�IHDWXUH
LQWHUDFWLRQ�SUREOHP�KDYH�EHHQ�SURSRVHG� LQ� WKH� OLWHUDWXUH�� >��@� LQ�SDUWLFXODU� LV
FORVH�WR�RXUV��DQG�>��@�VKRXOG�EH�FLWHG�IURP�WKH�UHFHQW�OLWHUDWXUH��+RZHYHU��IRU
WKLV�FRQWHVW�ZH�GHFLGHG� WR� UHWKLQN�RXU�DSSURDFK��1HZ�VSHFLILFDWLRQ�VWUXFWXUHV
ZHUH� GHYHORSHG�� DSSURSULDWH� IRU� DOORZLQJ� HIILFLHQW� XVH� RI� WKH� YHULILFDWLRQ� WRROV
WKDW�ZHUH�VHOHFWHG�

��� /2726�7RROV
7KH�&DQDGLDQ�(XURSHDQ�(XFDO\SWXV�WRRONLW�ZDV�XVHG�WR�GHWHFW�WKH�LQWHUDFWLRQV�
7KLV� WRRONLW� FRQVLVWV� RI� VHYHUDO� FRPSRQHQWV�� 7KH� (/8'2� FRPSRQHQW
�(QYLURQQHPHQW� /2726� GH� O
8QLYHUVLWp� G
2WWDZD�� >��@� ZDV� XVHG� IRU� WKH
GHYHORSPHQW� RI� WKH� VSHFLILFDWLRQ�� &$'3� �WKH� &$(6$5�$OGpEDUDQ� 'HYHORSPHQW
3DFNDJH� RI� &156�,0$*�DQG� ,15,$� LQ�*UHQREOH� >��@��ZDV�XVHG� WR� REWDLQ� DQG
H[SORUH� ILQLWH� /76� UHSUHVHQWDWLRQV� RI� WKH� EHKDYLRU� RI� WKH� V\VWHP�� 7KH� /2726
/DERUDWRU\�WRRO��/2/$��>��@>��@�ZDV�XVHG�IRU�YDOLGDWLQJ�WKH�VSHFLILFDWLRQ�DJDLQVW
WHVW�FDVHV��$OO�WKLV�LV�GLVFXVVHG�IXUWKHU�EHORZ�

��� 6'/�7RRO
7KH�WUDFHV�FRQYHUWHG� LQWR� WKH�0HVVDJH�6HTXHQFH�&KDUW�35� �06&�35��QRWDWLRQ
DUH�SURFHVVHG�ZLWK�WKH�06&�HGLWRU�RI�WKH�7HOHORJLF�7DX�6'7�WRRO�>��@�WR�SURGXFH
FRQYHQWLRQDO�06&V�>��@��7KHVH�DUH�WKH�SULQWHG�IRUPV�E\�ZKLFK�WKH�LQWHUDFWLRQV
DUH�GLVSOD\HG�
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��� 2WKHU�7RROV
$�&�SUHSURFHVVRU�ZDV�XVHG�WR�DVVHPEOH�WKH�VSHFLILFDWLRQV�IRU�WHVWLQJ��%\�PHDQV
RI�FRQGLWLRQDO�FRQVWUXFWV��WKH�VSHFLILFDWLRQV�FDQ�EH�WDLORUHG�WR�WKH�QHHGV�RI�WKH
WZR�DUFKLWHFWXUDO�PRGHOV�DQG�GHWHFWLRQ�PHWKRGV��VHH�EHORZ���ZLWK�VHOHFWLYH�XVH
RI�WKH�FRUUHVSRQGLQJ�/2726�RSHUDWRUV�

/2726�H[HFXWLRQ�WUDFHV�OHDGLQJ�WR�LQWHUDFWLRQV�DUH�WUDQVIRUPHG�LQWR�WKH�06&�
35�QRWDWLRQ�ZLWK�WKH�DVVLVWDQFH�RI�D�3(5/�SURJUDP�

� 'HVFULSWLRQ�RI�WKH�$SSURDFK
7KH�DSSURDFK�FDQ�EH�VXPPDUL]HG�LQ�WKH�IROORZLQJ�VWHSV�

• 6SHFLILFDWLRQ�RI�WKH�6\VWHP�DQG�)HDWXUHV�LQ�/2726
• 9DOLGDWLRQ�RI�WKH�6SHFLILFDWLRQ
• )RUPDOL]DWLRQ�RI�5HTXLUHPHQWV
• 7HVWLQJ
• 5HSRUW�RI�,QWHUDFWLRQV

7KH�IHDWXUH�GHVFULSWLRQV��LQ�&KLVHO��ZHUH�PDQXDOO\�DQDO\]HG�DQG�WKH�FRQVWUDLQWV
WKDW� WKH\� LPSRVH� RQ� WKH� WHOHSKRQH� V\VWHP� ZHUH� XVHG� WR� IRUPDOL]H� WKH
UHTXLUHPHQWV�

7ZR� GLIIHUHQW� PHWKRGV� ZHUH� XVHG�� ZKLFK� GLIIHU� IURP� WZR� SRLQWV� RI� YLHZ�� WKH
DUFKLWHFWXUDO� PRGHO� DQG� WKH� GHWHFWLRQ� PHWKRG�� 2QO\� RQH� VHW� RI� /2726
VSHFLILFDWLRQ�FRPSRQHQWV�ZDV�XVHG��EXW� WKH\�ZHUH�FRPELQHG� LQ�GLIIHUHQW�ZD\V
LQ�WKH�WZR�FDVHV��7KHVH�SRLQWV�ZLOO�EH�GLVFXVVHG�EHORZ�

2QFH� DQ� LQWHUDFWLRQ� LV� GHWHFWHG�� WKH� ([KLELWRU� WRRO� �SDUW� RI� &$'3�� LV� XVHG� WR
SURYLGH�D�WUDFH�OHDGLQJ�WR�LW�

��� 6SHFLILFDWLRQ�RI�WKH�6\VWHP�DQG�)HDWXUHV�LQ�/2726
7KH�&KLVHO�QRWDWLRQ�>�@��ZKLFK�ZDV�LQFOXGHG�ZLWK�WKH�VSHFLILFDWLRQ�RI�WKH�V\VWHP
DQG�RI� LWV� IHDWXUHV� WKDW�ZDV�SURYLGHG� WR� WKH� FRQWHVWDQWV�� LV� D� YDULDWLRQ�RI� WKH
)LQLWH� 6WDWH� 0DFKLQH� IRUPDOLVP�� 1XPEHUHG� QRGHV� FRQWDLQ� LQIRUPDWLRQ
SHUWDLQLQJ� WR� WKH� HYHQWV� WKDW� RFFXU�� ZKLOH� HGJHV� IURP� RQH� QRGH� WR� WKH� QH[W
LQGLFDWH� WKH� SRVVLEOH� VHTXHQFHV� RI� H[HFXWLRQ�� 7UDQVLWLRQV� VRPHWLPHV� KDYH
FRQGLWLRQV�WKDW�QHHG�WR�EH�YDOLG�IRU�D�EUDQFK�WR�EH�H[HFXWHG�

&RQYHUVLRQ�RI�&KLVHO�GLDJUDPV�LQWR�/2726�EHKDYLRUV�FRXOG�EH�DXWRPDWHG��)LUVW�
D�/2726�SURFHVV�LV�FUHDWHG�IRU�HDFK�QRGH�RI�WKH�GLDJUDP��7KH�EHKDYLRU�RI�WKHVH
SURFHVVHV�FRQVLVWV�RI�WKH�HYHQWV�WKDW�DUH�H[HFXWHG�IRU�WKH�JLYHQ�QRGH��)ROORZLQJ
WKHVH� HYHQWV�� DQ� H[FOXVLYH� FKRLFH� RI� WKH� LQVWDQWLDWLRQ� RI� WKH� SURFHVVHV
FRUUHVSRQGLQJ� WR� WKH� QH[W� SRVVLEOH� QRGHV� LV� DGGHG�� &RQGLWLRQV� UHVWULFWLQJ� D
WUDQVLWLRQ� LQ� WKH� &KLVHO� GLDJUDP� EHFRPH� JXDUGV� RI� WKH� LQVWDQWLDWLRQV� RI� WKH
FRUUHVSRQGLQJ�SURFHVVHV�

8QIRUWXQDWHO\� VXFK� D� VWUDLJKWIRUZDUG� WUDQVIRUPDWLRQ� ZRXOG� UHVXOW� LQ� D
FRQVLGHUDEOH� QXPEHU� RI� SURFHVVHV�� PDQ\� RI� ZKLFK� ZRXOG� KDYH� RQO\� RQH
UHIHUHQFH� LQ� WKH� VSHFLILFDWLRQ�� $� PXFK� VPDOOHU� QXPEHU� RI� SURFHVVHV� FDQ� EH
REWDLQHG� E\� D� PRUH� VRSKLVWLFDWHG� FRQYHUVLRQ�� 7KH� HQKDQFHPHQW� FRQVLVWV� LQ
JURXSLQJ�XQGHU�D�VLQJOH�SURFHVV�D�QXPEHU�RI�EHKDYLRUV��VWDUWLQJ�IURP�D�UHIHUUHG
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QRGH��WRJHWKHU�ZLWK�DOO�VXEVHTXHQW�QRGHV�WKDW�DUH�QHYHU�UHIHUUHG�WR�GLUHFWO\�E\
RWKHU� GLDJUDPV�� )XUWKHUPRUH�� WKH� SURFHVVHV� UHSUHVHQWLQJ� WKH� IHDWXUHV� DUH
VSHFLILHG� LQ� D� VHOI�FRQWDLQHG� PDQQHU� VXFK� WKDW� WKH\� PD\� EH� VHOHFWLYHO\
LQFRUSRUDWHG�LQ�SDLUV�LQWR�WKH�EDVLF�WHOHSKRQH�V\VWHP�IRU�WHVWLQJ�

,W�VKRXOG�EH�HPSKDVL]HG�WKDW�WKH�&KLVHO�GLDJUDPV�ZHUH�WUDQVODWHG�IDLWKIXOO\��)RU
H[DPSOH�� DFWLRQ�QDPHV�ZHUH� QRW�PRGLILHG� WR� LQFOXGH� LQGLFDWLRQ� RI� WKH� IHDWXUH
ZLWK�ZKLFK�WKH\�DUH�DVVRFLDWHG��6XFK�DQ�LQGLFDWLRQ�IDFLOLWDWHV�WKH�UHDGLQJ�RI�WKH
06&V��EXW�DOVR� IDFLOLWDWHV� WKH� GHWHFWLRQ�RI� LQWHUDFWLRQV� LQ� D�ZD\� WKDW� SHUKDSV
FRXOG� QRW� EH�XVHG� LQ� UHDOLVWLF� VHWWLQJV� DQG�PLJKW� FKDQJH� WKH� EHKDYLRU� RI� WKH
V\VWHP�

7KH�VWUXFWXUH�RI�WKH�/2726�VSHFLILFDWLRQ�DW�WKH�KLJKHVW�OHYHO�LV�FRPSRVHG�RI��
PDLQ� SURFHVVHV�� 6ZLWFK�� 3ODLQ� 2OG� 7HOHSKRQH� 6\VWHP� �3276��� 6HUYLFH� &RQWURO
3RLQW� �6&3��� 2SHUDWLQJ� 6\VWHP� �26��� 8VHUV�� 6WDWXV� 0DQDJHU� �6WDW0JU�� DQG
&ORFN�

7KHVH�SURFHVVHV�VHOHFWLYHO\�FRPPXQLFDWH�ZLWK�HDFK�RWKHU�YLD�VSHFLILF�JDWHV��E\
WKH� JHQHUDO� SDUDOOHO� RSHUDWRU�� )RU� H[DPSOH�� FRPPXQLFDWLQJ� HYHQWV� RFFXU
EHWZHHQ�WKH�6ZLWFK�DQG�WKH�6&3�YLD�JDWH�VZBVFS��DQG�EHWZHHQ�WKH�6ZLWFK�DQG
WKH� FORFN� YLD� JDWH� VZBFON�� 7KH� SK\VLFDO� UHTXLUHPHQWV� DUH� VKRZQ� LQ� )LJXUH� �
JUDSKLFDOO\�DQG�LQ�)LJXUH���LQ�WKH�IRUP�RI�H[FHUSWV�RI�WKH�/2726�VSHFLILFDWLRQ�

Users

Switch

SCP

OS

StatMgr

Clock |[scp_os]|

|[sw_clk]|

|[user_sw]|

BillStatus

|[sw_scp]|

|[sw_os_stat]|

|[sw_stat]|

)LJXUH����7HOHSKRQH�6\VWHP

����� &RPELQLQJ�WKH�)HDWXUHV
6LQFH�WKH�FRQWHVW�UXOHV�UHTXLUHG�FKHFNLQJ�LQWHUDFWLRQV�E\�SDLUV�RI�IHDWXUHV��DQG
LQ� DGGLWLRQ� RXU� WZR� PHWKRGV� �GHVFULEHG� ODWHU�� FRPELQHG� IHDWXUHV� LQ� GLIIHUHQW
ZD\V�� ZH� FRXOG� QRW� ZRUN� ZLWK� D� VLQJOH� FRPSOHWH� VSHFLILFDWLRQ�� $� IOH[LEOH
RUJDQL]DWLRQ� ZDV� QHFHVVDU\�� 7KH� V\VWHP� DQG� WKH� IHDWXUHV� ZHUH� VSHFLILHG� DV
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LQGHSHQGHQW�EHKDYLRUV��7KH�VSHFLILFDWLRQV�WKDW�ZHUH�WHVWHG�ZHUH�DVVHPEOHG�IRU
HDFK�SDLU�RI� IHDWXUHV�WR�EH�WHVWHG��7KHVH�VSHFLILFDWLRQV�FRQWDLQHG� WKH�FRPPRQ
EDVLF� IXQFWLRQDOLW\� RI� WKH� WHOHSKRQH� V\VWHP� FRPELQHG� ZLWK� WZR� IHDWXUHV�� 7KH
/2726� RSHUDWRU� XVHG� IRU� WKH� DVVHPEO\� GHSHQGV� RQ� WKH� W\SH� RI� FRPELQDWLRQ
GHVLUHG��DFFRUGLQJ�WR�HDFK�PHWKRG��DV�GHVFULEHG�EHORZ�

$OWKRXJK� SUHFLVH� VSHFLILFDWLRQV� RI� HDFK� RI� WKH� IHDWXUHV� ZHUH� SURYLGHG� WR� WKH
FRQWHVWDQWV��WKHUH�ZDV�QR�SUHFLVH�LQGLFDWLRQ�RI�KRZ�WKH�IHDWXUHV�ZRXOG�LQWHUDFW�
6HYHUDO�SRVVLELOLWLHV�H[LVWHG��DQG�LW�ZDV�GHFLGHG�WR�H[SHULPHQW�ZLWK�WZR�RI�WKHP�
DV�IROORZV�

0HWKRG����([FOXVLYH�$OWHUQDWLYHV
,Q�WKH�DUFKLWHFWXUDO�PRGHO�RI�0HWKRG����WKH�IHDWXUHV�DUH�FRPSRVHG�DV�H[FOXVLYH
DOWHUQDWLYHV�ZLWK�WKH�/2726�FKRLFH��>@��RSHUDWRU��7KH�WULJJHULQJ�RI�D�IHDWXUH�PD\
WKHQ�GLVDEOH�DQRWKHU�RQH��7KH�LQWHUDFWLRQV�IRXQG�E\�WKLV�PHWKRG�DUH�PRVWO\�RI
WKLV�EDVLF�W\SH��WKH�EHKDYLRU�RI�D�IHDWXUH�FDQQRW�EH�UHDOL]HG�EHFDXVH�RI�DQRWKHU
IHDWXUH� GLVDEOLQJ� LW�� 7KLV� XVXDOO\� KDSSHQV� DIWHU� D� IHZ� HYHQWV�� +HQFH�� WUDFHV
SURGXFHG� E\� WKLV� PHWKRG� FDQ� EH� IDLUO\� VKRUW� DQG� XVXDOO\� ILQG� RQO\� RQH
LQWHUDFWLRQ�

0HWKRG����,QWHUOHDYLQJ
,Q� WKH�DUFKLWHFWXUDO�PRGHO�RI�0HWKRG���� WKH� IHDWXUHV�DUH� LQWHUOHDYHG� �___��� L�H�
IHDWXUHV�H[HFXWH�LQGHSHQGHQWO\�RI�HDFK�RWKHU��7KLV�JHQHUDWHV�FRQIOLFWLQJ�VLJQDOV�
ZKLFK�FRQVWLWXWH�YLRODWLRQ�RI�V\VWHP�SURSHUWLHV�DQG�DUH�GHWHFWHG�DV�VXFK�E\�WKH
ZDWFKGRJ� SURFHVV� �VHH� EHORZ��� $W� WKH� HQG�� WUDFHV� DQG� ELOOLQJ� UHFRUGV� DUH
H[DPLQHG��7KH�WUDFHV�SURGXFHG�E\�WKLV�PHWKRG�DUH�ORQJHU�WKDQ�WKRVH�SURGXFHG
E\�WKH�SUHFHGLQJ�PHWKRG�DQG�RIWHQ�ILQG�VHYHUDO�LQWHUDFWLRQV�

$V�PHQWLRQHG��ERWK�PHWKRGV�XVHG� WKH� VDPH�/2726�SURFHVVHV�� DOWKRXJK� WKH\
ZHUH� FRPELQHG� LQ� GLIIHUHQW� ZD\V�� ,W� VKRXOG� EH� QRWHG� WKDW� WKH� SRVVLELOLWLHV
FKRVHQ�UHSUHVHQW�WZR�H[WUHPHV��EHWZHHQ�ZKLFK�RWKHU�SRVVLELOLWLHV�H[LVW��E\�XVH
RI�WKH�VHOHFWLYH�V\QFKURQL]DWLRQ�RSHUDWRU�_>«@_��+RZHYHU�ZH�GLG�QRW�H[SHULPHQW
ZLWK�VXFK�DGGLWLRQDO�SRVVLELOLWLHV�

����� 0DLQ�6SHFLILFDWLRQ�&RPSRQHQWV

6ZLWFK
7KH� VZLWFK� LV� WKH� FHQWUDO� FRPSRQHQW� RI� WKH� V\VWHP�� ,W� LQVWDQWLDWHV� 3276
SURFHVVHV�WKURXJK�LQWHUOHDYLQJ��/2726�RSHUDWRU�___��� LQ�WKH�VHQVH�WKDW�HYHQWV
RI� RQH� SKRQH� GR� QRW� V\QFKURQL]H� GLUHFWO\� ZLWK� HYHQWV� RI� WKH� RWKHU� RQHV�� 7KH
QXPEHU� RI� SURFHVVHV� LQVWDQWLDWHG� GHSHQGV� RQ� WKH� QHHGV� RI� WKH� WHVWV� WR� EH
SHUIRUPHG��,Q�RUGHU�WR�VSHHG�XS�WHVWLQJ�SURFHGXUHV��WKH�QXPEHU�RI�VWDWHV�RI�WKH
V\VWHP� LV� NHSW� WR� D� PLQLPXP� E\� LQVWDQWLDWLQJ� DV� IHZ� 3276� SURFHVVHV� DV
QHFHVVDU\�

3ODLQ�2OG�7HOHSKRQH�6\VWHP��3276�
7KLV� LV� WKH� VSHFLILFDWLRQ� RI� WKH� EDVLF� WHOHSKRQH� V\VWHP� WKDW� FRQVWLWXWHV� WKH
DUFKLWHFWXUDO� IUDPHZRUN� WR� ZKLFK� WKH� IHDWXUHV� DUH� LQFRUSRUDWHG�� ,Q� WKH
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VSHFLILFDWLRQ� VWUXFWXUH�� LW� LV� LQVLGH� 6ZLWFK�� 3276� KDQGOHV� WKH� EDVLF� SKRQH
QHWZRUNLQJ�IXQFWLRQDOLW\�WKDW�HQDEOHV�RQH�XVHU�WR�FDOO�DQRWKHU�RQH�

(DFK� 3276� LQVWDQFH� LV� DVVLJQHG� WR� D� VLQJOH� XVHU�� ,Q� JHQHUDO�� WKUHH� 3276
LQVWDQFHV�DUH�XVHG�IRU�WHVWLQJ��\LHOGLQJ�D�WHOHSKRQH�V\VWHP�RI�WKUHH�XVHUV��1RWH
WKDW� LW� LV� SRVVLEOH� WR� DGG� SKRQHV� WKDW� GR� QRW� KDYH� D� FRUUHVSRQGLQJ� 3276
LQVWDQFH�E\�LQVWDQWLDWLQJ�WKH�V\VWHP�ZLWK�WKRVH�SKRQHV�DOUHDG\� LQ�WKH�GHVLUHG
VWDWH��H�J��%XV\���$V�PDQ\�VXFK�SKRQHV�FDQ�EH�DGGHG�DV�QHFHVVDU\�

6HUYLFH�&RQWURO�3RLQW��6&3�
3KRQHV�WKDW�VXEVFULEH�WR�IHDWXUHV�RI�WKH�,QWHOOLJHQW�1HWZRUN��,1��KDYH�D�SDUW�RI
WKH� FRQWURO� WDNHQ� RYHU� E\� WKH�6&3�� )RU� LQVWDQFH�� WKH�6&3� LV� LQ� FKDUJH� RI� WKH
YDOLGDWLRQ�RI�3HUVRQDO�,GHQWLILFDWLRQ�1XPEHUV��3,1V��

2SHUDWLQJ�6\VWHP��26�
7KH�26�LV�UHVSRQVLEOH�IRU�ELOOLQJ�RSHUDWLRQV�

SURFHVV�6\VWHP>XVHUBVZ�VZBVFS�VZBRVBVWDW�VZBVWDW�VFSBRV�VZBFON@��QRH[LW�� 

������� �����8VHUV>XVHUBVZ@

������������_>XVHUBVZ@_

������������6ZLWFK>XVHUBVZ�VZBVFS�VZBRVBVWDW�VZBVWDW�VZBFON@

���������

��������_>VZBVFS�VZBRVBVWDW@_

������������6&3>VZBVFS�VFSBRV�VZBVWDW@

������������_>VFSBRV@_

������������26>VFSBRV�VZBRVBVWDW@

���������

����_>VZBVWDW�VZBRVBVWDW@_

��������6WDWXV0DQDJHU>VZBVWDW�VZBRVBVWDW@�

������������������,QLWLDO�6HW�RI�3KRQHV��
��������������������LQV�,QLWLDO$�LQV�,QLWLDO%�LQV�,QLWLDO&�^`����

������������������,QLWLDO�%LOOLQJ�5HFRUGV��
��������������������LQV�8%�$�^`��LQV�8%�%�^`��LQV�8%�&�^`��^`���

�������������

HQGSURF���6\VWHP��

SURFHVV�8VHUV>XVHUBVZ@��QRH[LW�� 

��������8VHU>XVHUBVZ@�$�

����___�8VHU>XVHUBVZ@�%�

����___�8VHU>XVHUBVZ@�&�

HQGSURF���8VHUV��

SURFHVV�6ZLWFK>XVHUBVZ�VZBVFS�VZBRVBVWDW�VZBVWDW�VZBFON@��QRH[LW�� 

������������3276B�>XVHUBVZ�VZBVFS�VZBRVBVWDW�VZBVWDW�VZBFON@�$�

��������___�3276B�>XVHUBVZ�VZBVFS�VZBRVBVWDW�VZBVWDW�VZBFON@�%�

��������___�3276B�>XVHUBVZ�VZBVFS�VZBRVBVWDW�VZBVWDW�VZBFON@�&�
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8VHUV
7KH� 8VHUV� DUH� YHU\� VLPSOH� SURFHVVHV�� WKH\� DFFHSW� DOO� HYHQWV� WKDW� WKH� VZLWFK
RIIHUV�� 7KH\� DUH�PDUJLQDOO\�XVHIXO� WR� WKH�PRGHO�� DQG� WKH� FRQWHVW� VSHFLILFDWLRQ
SURYLGHG�QR�LQIRUPDWLRQ�FRQFHUQLQJ�WKHLU�FKDUDFWHULVWLFV�

6WDWXV�0DQDJHU
7KH�6WDWXV�0DQDJHU� LV�D�SURFHVV�ZLWK�GXDO� IXQFWLRQDOLW\��)LUVW�RI� DOO�� LW�NHHSV
WKH�LQIRUPDWLRQ�UHODWHG�WR�WKH�SURILOH�RI�WKH�VXEVFULEHUV��'HWDLOV�OLNH�WKH�IHDWXUHV
VXEVFULEHG�� DQG� WKH� SDUDPHWHUV� RI� WKH� IHDWXUHV�� DUH� FRQWDLQHG� WKHUHLQ�� 7KH
6WDWXV�0DQDJHU�SURYLGHV�WKLV�LQIRUPDWLRQ�RQ�UHTXHVW�ZKHQ�LW�EHFRPHV�QHHGHG�
IRU� LQVWDQFH� WR� NQRZ� LI� D� IHDWXUH� VKRXOG� EH� WULJJHUHG�� RU� WR� PDNH� DYDLODEOH
SDUDPHWHUV�RI�IHDWXUHV�VXFK�DV�WKH�QXPEHU�WR�ZKLFK�&DOO�)RUZDUGLQJ�KDV�EHHQ
VHW��)XUWKHU��WKLV�SURFHVV�DOVR�VHUYHV�WR�NHHS�WUDFN�RI�WKH�VWDWH�RI�WKH�SKRQHV�
QDPHO\� ,GOH��%XV\��5LQJLQJ�RU� RWKHU��:KHQ� WKH�VWDWH� RI� D� SKRQH� FKDQJHV�� WKH
6WDWXV�0DQDJHU�XSGDWHV�LWV�GDWDEDVH�DFFRUGLQJO\��(YHQWV�WKDW�DUH�XVHG�IRU�WKLV
SXUSRVH�DUH�KLGGHQ��VLQFH�WKH\�KDYH�QR�PHDQLQJ�RXWVLGH�WKH�V\VWHP�

,Q� VRPH� FDVHV�� LW� LV� GHVLUDEOH� WKDW� D� SKRQH� EH� LQ� VWDWH� %XV\� IRU� WKH� ZKROH
GXUDWLRQ�RI�D� WHVW��7KLV�FDQ�EH�DFFRPSOLVKHG�E\� LQVWDQWLDWLQJ�D�3276�SURFHVV
IRU� WKDW� SKRQH�� WKHQ� DGGLQJ� D� SUHDPEOH� FRQVWUDLQLQJ� WKH� SKRQH� WR� EHFRPH
%XV\��%XW�DQ�DOWHUQDWLYH� LV� WR� LQVWDQWLDWH� WKH�6WDWXV�0DQDJHU�DFFRUGLQJO\�� L�H�
OHWWLQJ�LW�NQRZ�IURP�WKH�EHJLQQLQJ�WKDW�RQH�RI�WKH�SKRQHV�LV�DOUHDG\�EXV\��7KLV
WHFKQLTXH�JUHDWO\�UHGXFHV�WKH�VWDWH�VSDFH�RI� WKH�JOREDO�V\VWHP�� IRU�YHULILFDWLRQ
DQG�YDOLGDWLRQ�SXUSRVHV�

&ORFN
7KH�&ORFN�SURFHVV� SURYLGHV� JOREDO� WLPH� IRU� WKH� V\VWHP��+RZHYHU� WKLV� LV� QRW� D
KDUG� UHDO�WLPH� V\VWHP�� RQO\� UHODWLYH� WLPHV� DUH� VSHFLILHG� E\�PHDQV� RI� DEVWUDFW
GDWD�W\SHV�DQG�RSHUDWLRQV�RQ�WKHP��2SHUDWLRQV�WKDW�UHTXLUH�D�WLPHVWDPS��VXFK
DV� ORJ� ELOOLQJ� DQG� WLPH�GHSHQGHQW� GHFLVLRQV�� TXHU\� WKH� FORFN� WR� REWDLQ� WKH
WLPHVWDPS��7KH�PDWKHPDWLFDO�RSHUDWLRQV�SRVVLEOH�RQ� WKHP�DUH� LQFUHPHQW�DQG
FRPSDULVRQ�

��� 9DOLGDWLRQ�RI�WKH�6SHFLILFDWLRQ
,Q� WKLV� SKDVH�� WKH� VSHFLILFDWLRQ� ZDV� YDOLGDWHG� WR� HQVXUH� WKDW� WKH� YDULRXV
FRPSRQHQWV�RI� WKH� V\VWHP�ZHUH�SURSHUO\� VSHFLILHG� LQGLYLGXDOO\�� ,Q� RUGHU� WR� EH
DEOH�WR�FKHFN�ODWHU�WKDW�FRPELQHG�IHDWXUHV�KDYH�WKH�GHVLUHG�SURSHUWLHV��LW�LV�ILUVW
RI� DOO� QHFHVVDU\� WR� FKHFN� WKDW� HDFK� IHDWXUH� E\� LWVHOI� KDV� LWV� RZQ� GHVLUHG
SURSHUWLHV��5HIHUULQJ�WR� WKH�GHILQLWLRQ�RI� IHDWXUH�SURSHUWLHV� LQ�6HFWLRQ������ WKLV
PHDQV�WKDW�LW�LV�QHFHVVDU\�WR�VKRZ�WKDW�6� �63�DQG�6�⊕�)L� �63�∧�)3L�IRU�����L��
Q�

$Q� LQLWLDO� YDOLGDWLRQ�ZDV� SHUIRUPHG� E\� H[HFXWLQJ� WKH� VSHFLILFDWLRQ� LQ� VWHS�E\�
VWHS� PRGH� ZLWK� WKH� WRROV�� 7KLV� SHUPLWWHG� UDSLG� GLVFRYHU\� DQG� FRUUHFWLRQ� RI
VLPSOH� VSHFLILFDWLRQ� HUURUV�� VXFK� DV� PLVVLQJ� RU� H[WUD� DUJXPHQWV� DQG
PLVPDWFKHG� GDWD� VRUWV�� 7KLV� YDOLGDWLRQ�ZDV� GRQH�ZLWK� WKH�(/8'2�DQG� /2/$
WRROV�� 7KH� QH[W� VWHS� H[HFXWHG� WHVW� VXLWHV� GHULYHG� IURP� WKH� &KLVHO� GLDJUDPV�
7KRVH� VHTXHQFHV�PD\� VLPSO\� EH� V\QFKURQL]HG� ZLWK� WKH�PDLQ� EHKDYLRU� RI� WKH
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V\VWHP��7KH�FRPSOHWH�H[HFXWLRQ�RI� WKH�V\VWHP�ZKHQ�UHVWULFWHG� LQ� WKLV�PDQQHU
HQVXUHV�WKDW�WKH�PRGHO�FRQIRUPV�WR�WKH�H[SHFWDWLRQV��$Q\�HUURU�ZRXOG�FDXVH�WKH
VHTXHQFH� WR� WHUPLQDWH� EHIRUH� LW� FRXOG� EH� HQWLUHO\� H[HFXWHG�� 7KH� VSHFLILFDWLRQ
WKHQ�ZRXOG�KDYH�WR�EH�FRUUHFWHG��7KLV�SURFHVV�LV� IXUWKHU�H[SODLQHG�LQ�WKH�QH[W
WZR�VHFWLRQV�

����� 'HULYLQJ�7HVW�&DVHV
7KH� WHVW� VHTXHQFHV� FDQ� EH� GHULYHG� IURP� WKH� &KLVHO� GLDJUDPV� E\� YLVLWLQJ� DOO
SDWKV��6WDUWLQJ�HDFK�WLPH�DW� WKH�URRW�QRGH��DOO� WKH�QRGHV�YLVLWHG�E\�HDFK�SDWK
OHDGLQJ� WR� D� OHDI� QRGH� DUH� WDNHQ� LQWR� FRQVLGHUDWLRQ� IRU� D� JLYHQ� WHVW�� 7KH� WHVW
VHTXHQFHV�EHFRPH�WKH�VXFFHVVLRQ�RI�HYHQWV�RI�DOO�WKH�QRGHV��LQ�WKH�VDPH�RUGHU
DV�WKH\�ZHUH�YLVLWHG��DV�GHSLFWHG�LQ�)LJXUH����'HULYLQJ�D�WHVW�VHTXHQFH�IRU�HDFK
SDWK� OHDGLQJ� IURP� WKH� URRW� QRGH� WR� HDFK� DQG� HYHU\� OHDI� QRGH� RI� WKH� &KLVHO
GLDJUDPV�SURYLGHV�FRYHUDJH�RI�DOO�HYHQWV�RI�WKH�V\VWHP�

,Q�SUDFWLFH�� WHVW�VHTXHQFHV�DUH�GHULYHG� LQGLYLGXDOO\� IRU�HDFK�&KLVHO�GLDJUDP�RI
WKH� V\VWHP� DQG� RI� HDFK� IHDWXUH�� WKHQ� WKH\� DUH� FRPELQHG� DQG� FRQFDWHQDWHG
DFFRUGLQJ�WR�WKH�QH[W�QRGHV��ZKLFK�YDU\�GHSHQGLQJ�RQ�WKH�IHDWXUHV�LQYROYHG�
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)LJXUH����7HVW�'HULYDWLRQ�IURP�D�&KLVHO�'LDJUDP

����� ([HFXWLQJ�7HVW�&DVHV
$Q�HIILFLHQW�PHDQV�RI�UXQQLQJ�WHVW�FDVHV�LV�WR�DGG�D�VXFFHVV�HYHQW�DW�WKH�HQG�RI
HDFK�WHVW�FDVH��LQFRUSRUDWH�WKH�/2726�EHKDYLRU�LQ�D�SURFHVV�FDOOHG�WHVW��DQG�XVH
7HVW([SDQG�LQ�/2/$�ZLWK�WKH�WDUJHWHG�HYHQW�VXFFHVV�

7KH�RXWFRPH�RI�7HVW([SDQG�ZLOO�EH�HLWKHU�>��@�

• 0867�3$66��WKH�WHVW�FDVH�FDQ�QHYHU�IDLO



������

• 0$<�3$66��WKH�WHVW�FDVH�PLJKW�IDLO�XQGHU�VRPH�FLUFXPVWDQFHV

• )$,/��WKH�WHVW�FDVH�IDLOV�DOO�WKH�WLPH

��� )RUPDOL]DWLRQ�RI�5HTXLUHPHQWV
7KH�PRVW� LPSRUWDQW� VWHS� LQ�GHWHFWLQJ� IHDWXUH� LQWHUDFWLRQV�FRQVLVWV� LQ�GHILQLQJ
ZKLFK�SURSHUWLHV�VKRXOG�EH�YHULILHG�IRU�HDFK�IHDWXUH��EDVHG�RQ�WKH�UHTXLUHPHQWV
RI� HDFK� IHDWXUH�� DQG� IRUPDOL]LQJ� WKHP� LQ� /2726��1RWH� WKDW� WKLV� LV� D� GLIIHUHQW
VWHS� IURP� WKH� RQH� DERYH�� EHFDXVH� EHIRUH� ZH� ZHUH� VLPSO\� FKHFNLQJ� IRU
FRUUHVSRQGHQFH� EHWZHHQ� WKH� /2726� DQG� &KLVHO� VSHFLILFDWLRQV� RI� LQGLYLGXDO
IHDWXUHV��ZKLOH�KHUH�ZH�DUH�FKHFNLQJ�WKDW�WKH�SURSHUWLHV�RI�WKH�IHDWXUHV�DUH�WUXH
DIWHU�WKHLU�SDLU�ZLVH�LQWHJUDWLRQ�

����� 6FHQDULR�6HOHFWLRQ�DQG�,QWHUDFWLRQ�'HVFULSWLRQ
6FHQDULRV� DUH� QRW� XVHG� LQ� 0HWKRG� ��� 7KH� IHDWXUHV� DUH� DQDO\]HG� DQG� WKH
UHTXLUHPHQWV�WKH\�GHWHUPLQH�IRU�WKH�V\VWHP�DUH�WUDQVODWHG�LQWR�REVHUYHUV�

,Q�0HWKRG����WKH�VFHQDULR�VHOHFWLRQ�SURFHVV�LV�HVVHQWLDOO\�PDQXDO��7KH�SURFHVV
IROORZHG� WR� JHQHUDWH� WHVW� VFHQDULRV� SURYLGHV� FRQILGHQFH� WKDW� WKH� VHW� RI� WHVWV
FUHDWHG�LV�IDLUO\�FRPSOHWH�ZLWK�UHVSHFW�WR�WKH�UHTXLUHPHQWV��$�VLQJOH�VFHQDULR�LV
D�IRUPDO�UHSUHVHQWDWLRQ�RI�D�UHTXLUHPHQW��,W�LV�PDQXDOO\�H[WUDFWHG��VSHFLILHG�LQ
WHUPV� RI� D� /2726� EHKDYLRU� DQG� LQVHUWHG� LQ� WKH� VSHFLILFDWLRQ� XQGHU� WHVW� DV� D
/2726�SURFHVV�

����� 0HWKRG����2EVHUYHUV
7KH� YLRODWLRQ� RI� IHDWXUH� SURSHUWLHV� LV� GHWHFWHG� LQ� WKLV�PHWKRG� E\� FRQVWUXFWLQJ
REVHUYHU� SURFHVVHV� WKDW� PRQLWRU� WKH� SURSHUWLHV� RI� WKH� IHDWXUHV� XQGHU
FRQVLGHUDWLRQ�� 2EVHUYHUV� KDYH� EHHQ� VWXGLHG� LQ� WKH� WHVWLQJ� DQG� YDOLGDWLRQ
OLWHUDWXUH� >�@>��@>��@�� DOWKRXJK�ZLWK� GLIIHUHQW�PHDQLQJV�� $Q� REVHUYHU� GRHV� QRW
DIIHFW� WKH� DFWLRQV� RI� WKH� V\VWHP�� H[FHSW� IRU� WKH� SURGXFWLRQ� RI� DQ� HUURU� DFWLRQ
ZKHQ� D� SURSHUW\� YLRODWLRQ� LV� GHWHFWHG�� ,Q� RWKHU� ZRUGV�� REVHUYHUV� V\QFKURQL]H
ZLWK�WKH�REVHUYHG�SURFHVV�RQ�DOO�LWV�DFWLRQV��)RU�DFWLRQV�WKDW�DUH�QRW�RI�LQWHUHVW�
WKH�REVHUYHU�GRHV�QRWKLQJ��LW�VLPSO\�VWD\V�LQ�LWV�FXUUHQW�VWDWH��)RU�RWKHU�DFWLRQV�
WKH� REVHUYHU� FKDQJHV� LWV� VWDWH�� WR� UHPHPEHU� WKDW� WKH� DFWLRQ� KDV� RFFXUUHG�
2FFXUUHQFH�RI�FHUWDLQ�DFWLRQV�LQ�FHUWDLQ�REVHUYHU�VWDWHV�VLJQDOV�WR�WKH�REVHUYHU
WKDW�D�SURSHUW\�KDV�EHHQ�YLRODWHG�DQG�UHVXOWV�LQ�DQ�HUURU�PHVVDJH��7KH�REVHUYHU
WKHQ�VWRSV�

,W� LV� ZRUWK� QRWLQJ� WKDW� WKH� PXOWL�ZD\� V\QFKURQL]DWLRQ� PHFKDQLVP� RI� /2726
IDFLOLWDWHV� WKH� LPSOHPHQWDWLRQ� RI� REVHUYHUV�� $FWLRQV� LQ� /2726� VSHFLILFDWLRQV
XVXDOO\� UHVXOW� IURP� WKH� V\QFKURQL]DWLRQ� RI� D� QXPEHU� RI� SURFHVVHV��2EVHUYHUV
DUH� DGGLWLRQDO� SURFHVVHV� V\QFKURQL]LQJ� RQ� WKH� VDPH� HYHQWV�� DQG� VHYHUDO
REVHUYHUV�FDQ�EH�DFWLYH�DW�D�JLYHQ�WLPH��DOO�V\QFKURQL]LQJ�RQ�WKH�VDPH�DFWLRQV�
WR�PRQLWRU�GLIIHUHQW�SURSHUWLHV�RU�GLIIHUHQW�FRPSRQHQWV�RI�D�V\VWHP�

)RU�H[DPSOH��VXSSRVH�WKDW�LW�LV�GHVLUHG�WR�GHWHFW�IHDWXUH�LQWHUDFWLRQV�UHODWHG�WR
WZR� IHDWXUHV�� &DOOLQJ� 1XPEHU�'HOLYHU\� �&1'�� DQG�&DOO� )RUZDUG� RQ� %XV\� /LQH
�&)%/��� )RFXVLQJ� RQ� YLRODWLRQ� RI� UHTXLUHPHQWV� IRU� WKH� VHFRQG� IHDWXUH�� WKH
UHTXLUHPHQWV�DUH��IURP�WKH�FRQWHVW�VSHFLILFDWLRQV��
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¶&)%/�HQDEOHV�D�VXEVFULEHU�WR�KDYH� LQFRPLQJ�FDOOV� WKDW�HQFRXQWHU�D�EXV\
FRQGLWLRQ�WR�EH�UHGLUHFWHG�·

)XUWKHUPRUH�� LI� WKH� SKRQH� WR� ZKLFK� WKH� FDOO� LV� WR� EH� UHGLUHFWHG� LV� EXV\�� WKH
FDOOLQJ�VXEVFULEHU�ZLOO�JHW�D�EXV\�VLJQDO�

,Q�RUGHU�WR�FKHFN�WKHVH�UHTXLUHPHQWV��DQ�DSSURSULDWH�REVHUYHU�SURFHVV�PXVW�EH
FRQVWUXFWHG��$�V\VWHP�DUFKLWHFWXUH�ZLWK�WKUHH�SKRQHV��$��%��DQG�&��LV�XVHG��%
VXEVFULEHV� WR� WKH� &)%/� IHDWXUH� DQG� VSHFLILHV� &� DV� WKH� SKRQH� WR� ZKLFK� FDOOV
VKRXOG�EH�GLUHFWHG�ZKHQ�EXV\��7KH�REVHUYHU�SURFHVV�LJQRUHV�DOO�HYHQWV�XQWLO� LW
GHWHFWV�WKH�FRQGLWLRQ��'LDO�$�%�∧�%XV\�%�∧�,GOH�&��$W�WKLV�SRLQW��LW�FKDQJHV�VWDWH
DQG�VWDUWV�ZDWFKLQJ�IRU�RQH�RI�WZR�HYHQWV��6WDUW5LQJLQJ�'�$�∧�'�&�∨�6WDUW5LQJLQJ
&� $�� ,I� WKH� ILUVW� HYHQW� LV� HQFRXQWHUHG�� DQ� HUURU� LV� IODJJHG�� ,I� WKH� VHFRQG� LV
HQFRXQWHUHG�� WKH� REVHUYHU� UHWXUQV� WR� D� VWDWH� ZKHUH� DOO� UHPDLQLQJ� DFWLRQV� DUH
LJQRUHG�

7KH�RWKHU�FDVH��ZKHUH�&�LV�%XV\��FDQ�EH�WHVWHG�E\�LQVWDQWLDWLQJ�WKH�V\VWHP�ZLWK
&� LQ�%XV\�VWDWH�DQG�KDYLQJ� WKH�REVHUYHU� LJQRUH� DOO� HYHQWV�XQWLO� LW� GHWHFWV� WKH
FRQGLWLRQ�'LDO�$�%�∧�%XV\�%�∧�%XV\�&��WKHQ�IODJ�DQ�HUURU�RQ�6WDUW5LQJLQJ�'�$�
2EVHUYHU�SURFHVVHV�ZHUH�FRQVWUXFWHG�IRU�PDQ\�VXFK�UHTXLUHPHQWV��EXW�WKH\�DUH
FRPELQHG�LQ�DQ�REVHUYHU�IRU�HDFK�IHDWXUH��:KHQ�IHDWXUHV�DUH�FRPELQHG��WKHUH�LV
RQH�DFWLYH�REVHUYHU�IRU�HDFK�IHDWXUH�

����� 0HWKRG����:DWFKGRJV
,QVWHDG�RI�XVLQJ�REVHUYHUV�HDFK�RQH�PRQLWRULQJ�D�VSHFLILF�SURSHUW\��WKLV�PHWKRG
XVHV� D� :DWFKGRJ� SURFHVV�� ZKLFK� ORRNV� IRU� YLRODWLRQ� RI� D� QXPEHU� RI� JHQHUDO
V\VWHP�SURSHUWLHV��L�H��

• 'RXEOH�ELOOLQJ�IRU�DQ\�RQH�FDOO��7KLV�LV�GRQH�VLPSO\�E\�FKHFNLQJ�ZKHQ�D
QHZ�ELOOLQJ�DFWLRQ�LV�VWDUWHG�

• ,QDSSURSULDWH�RSHUDWLRQ�RQ�XVHU��7KH�ZDWFKGRJ�FKHFNV�IRU�WKUHH�VSHFLILF
VHTXHQFHV�RI�HYHQWV�

• VXFFHVVLYH�ULQJV�IURP�GLIIHUHQW�VRXUFHV

• VFUHHQ�PHVVDJH�DQG�DXGLEOH�ULQJ

• OLQH�EXV\�WRQH�DQG�DXGLEOH�ULQJ

)RU� H[DPSOH�� &)%/� PD\� IRUZDUG� D� FDOO� WR� &�� \HW� 7HUPLQDWLQJ� &DOO
6FUHHQLQJ��7&6��UHMHFWV�WKH�FDOO�VLQFH�WKH�FDOOHU� LV� LQ�WKH�6FUHHQOLVW��7KH
FDOOHU� KDV� WZR� FRQIOLFWLQJ� VLJQDOV�� 6FUHHQ0HVVDJH�� DQG�$XGLEOHB5LQJLQJ
IURP�&�� 7KLV� LV� WDNHQ� DV� D� IHDWXUH� LQWHUDFWLRQ�� EHFDXVH� WKH� LQWHUOHDYHG
LQWHJUDWLRQ� RI� WKHVH� WZR� IHDWXUHV� JLYHV� D� XVHU� FRQWUDGLFWRU\� VLJQDOV�� D
YLRODWLRQ�RI�WKH�V\VWHP�SURSHUW\�E\�ZKLFK�WKH�V\VWHP�VKRXOG�QRW�JHQHUDWH
FRQIOLFWLQJ�VLJQDOV�

,I� DQ\� VXFK� VHTXHQFH� RFFXUV�� DQ� HUURU� LV� VLJQDOHG�� EXW� WKH� V\VWHP
FRQWLQXHV��ORRNLQJ�IRU�RWKHU�HUURUV�

,Q� RUGHU� WR� REWDLQ� ILQLWHQHVV�� WKH� GHVFULSWLRQ� RI� WKH� V\VWHP� LV� H[HFXWHG� LQ
SDUDOOHO� ZLWK� RWKHU� SURFHVVHV� WKDW� FRQVWUDLQ� LWV� EHKDYLRU�� 7KHVH� SURFHVVHV
FRQVLVW�RI�WKH�VFHQDULRV�WKDW�GHVFULEH�WKH�WHVW�VHTXHQFHV�RI�WKH�IHDWXUHV�
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��� 7HVWLQJ

����� 0HWKRG��
)RU�HDFK�SDLU�RI�IHDWXUHV�WR�EH�WHVWHG��D�/2726�VSHFLILFDWLRQ�LV�DVVHPEOHG�ZLWK
WKH� SURFHVVHV� RI� WKH� EDVLF� WHOHSKRQH� V\VWHP�� WKH� SDLU� RI� IHDWXUHV� DQG� WKHLU
REVHUYHUV��6\QFKURQL]HG�H[HFXWLRQ�RI�WKH�SURFHVVHV�LV�VSHFLILHG��7KH�H[SDQVLRQ
RI� WKH� UHVXOWLQJ�VSHFLILFDWLRQ� LV�REWDLQHG�� 7KH�/76� LV� WKHQ� VHDUFKHG� IRU� WUDFHV
OHDGLQJ�WR�WKH�HUURU�HYHQW�

7KH� JDWHV� LQYROYLQJ� WKH� REVHUYHUV� DUH� WKH� REVHUYDEOH� JDWHV� *� RI� WKH� SKRQH
QHWZRUN�1>*@�DQG�D�QHZ�JDWH�H�XVHG� WR� ILUH�HUURU� HYHQWV��$OO� REVHUYHUV�2L>*�H@
DFFHSW�DQ\�DFWLRQ�RQ�*�VXFK�WKDW�WKH�EHKDYLRU�RI�1>*@�UHPDLQV�XQDIIHFWHG�

)RU�HDFK�WHVW� LQYROYLQJ�D�SDLU�RI� IHDWXUHV�)��DQG�)��� WKH�REVHUYHUV�2�>*�H@�DQG
2�>*�H@�� FRUUHVSRQGLQJ� WR� WKH� UHTXLUHPHQWV� RI� WKH� IHDWXUHV� )�� DQG� )��� DUH
V\QFKURQL]HG�ZLWK�WKH�WHOHSKRQH�V\VWHP�1>*@�DV�IROORZV�

2�>*�H@�_>*@_�2�>*�H@�_>*@_�1>*@

7KH�/2726�EHKDYLRU�UHVXOWLQJ�IURP�WKLV�V\QFKURQL]DWLRQ�DFFHSWV�DQ\�DFWLRQ�RQ
WKH�VHW�RI�JDWHV�*�DQG�H[HFXWHV�WKH�HUURU�HYHQW�H�ZKHQ�RQH�RI�WKH�SURSHUWLHV�LV
QRW�VDWLVILHG�

����� 0HWKRG��
0HWKRG���GRHV� UXQ�WLPH�FKHFNLQJ�RI� WUDFH�SURSHUWLHV�E\�XVLQJ�ZDWFKGRJV�DQG
VFHQDULRV��DQG�DOVR�SRVW�WHVW�DQDO\VLV�RI�ELOOLQJ�UHFRUG�SURSHUWLHV�

5XQ�7LPH�&KHFNLQJ
6LPLODUO\� WR� 0HWKRG� ��� D� /2726� VSHFLILFDWLRQ� LV� DVVHPEOHG� IRU� HDFK� SDLU� RI
IHDWXUHV� WR� EH� WHVWHG�� %XW� VFHQDULRV� DUH� V\QFKURQL]HG� ZLWK� WKH� V\VWHP� WR
JXDUDQWHH�WKDW�GHVLUHG�VHTXHQFHV�RI�HYHQWV�DUH�H[HFXWHG��6XFK�VHTXHQFHV�DUH
FKRVHQ�PDQXDOO\�IRU�HDFK�IHDWXUH��7KH\�DUH�WDNHQ�IURP�WKH�&KLVHO�GLDJUDPV�DQG
UHSUHVHQW� W\SLFDO� VHTXHQFHV� RI� DFWLRQV� LQ� WKH� IHDWXUH�� 7KLV� KDV� WKH� EHQHILW� RI
FRQFHQWUDWLQJ� WKH� DQDO\VLV� RQ� PHDQLQJIXO� VFHQDULRV�� ZKLOH� SUHYHQWLQJ� VWDWH
VSDFH�H[SORVLRQ�

2EVHUYHUV� DUH� UHSODFHG� E\� ZDWFKGRJV�� ,QVWHDG� RI� EHLQJ� GHGLFDWHG� WR� VSHFLILF
IHDWXUH�UHTXLUHPHQWV�OLNH�REVHUYHUV�DQG�VFHQDULRV��ZDWFKGRJV�DUH�JHQHUDO�WR�WKH
V\VWHP�DQG�PRQLWRU�WKH�VDPH�HYHQWV�IRU�DOO�SDLUV�RI�IHDWXUHV�

• FRQWUDGLFWRU\�VLJQDOV

• GRXEOH�ELOOLQJ

• HQG�RI�VFHQDULR�UHDFKHG

,Q� DGGLWLRQ� WR� WKLV� UXQ�WLPH� DQDO\VLV�� HDFK� WLPH� WKH� HQG� RI� D� VFHQDULR� LV
UHDFKHG�� 0HWKRG� �� DOVR� VDYHV� GDWD� UHFRUGV� WR� EH� DQDO\]HG� LQ� D� SRVW�WHVW
DQDO\VLV�
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3RVW�7HVW�$QDO\VLV
2QO\�0HWKRG���GRHV�SRVW�WHVW�DQDO\VLV��7KH�ELOOLQJ�UHFRUGV�DQG�WUDFHV�FROOHFWHG
GXULQJ�UXQ�WLPH�FKHFNLQJ�DUH�H[DPLQHG�E\�XVLQJ�D�3(5/�VFULSW��DV�IROORZV�

• %LOOLQJ� UHFRUGV��)HDWXUH�SURSHUWLHV� WKDW� FDQ�EH� FKHFNHG�RQ� WKH�EDVLV� RI
WKHVH�UHFRUGV�DUH�

• LQ�WKH�FDVH�RI�,1)%��WKDW�WKH�FDOOHG�VXEVFULEHU�KDV�EHHQ�FKDUJHG

• LQ�WKH�FDVH�RI�,1)5��WKDW�D�FDOO�VWDUWHG�GXULQJ�WKH�UHGLUHFW�WLPH�LV
DSSURSULDWHO\�IRUZDUGHG

• LQ�WKH�FDVH�RI� ,1&)��WKDW�D�FDOO� WR� WKH�VXEVFULEHU� LV� IRUZDUGHG�DV
GHVLUHG�

• ,Q� WKH� FDVH� RI� FHUWDLQ� IHDWXUHV�� DW� WKH� HQG� RI� WKH� UXQ�� WUDFHV� DUH
H[DPLQHG��7\SLFDO�WKLQJV�WKDW�DUH�FKHFNHG�DUH�

• LI�WKH�FDOOHU
V�QXPEHU�LV�GLVSOD\HG�LQ�WKH�FDVH�RI�&1'

• LQ�WKH�FDVH�RI�&&�DQG�,17/��WKDW�D�YDOLG�3,1�ZDV�HQWHUHG

7KLV� SRVW�WHVW� DQDO\VLV� WHFKQLTXH� SURYHV� SDUWLFXODUO\� XVHIXO� ZKHQ� GDWD� LV
LQYROYHG�EXW�LW�FRXOG�EH�WDLORUHG�WR�WUDFHV�WRR�

��� 5HSRUW�RI�,QWHUDFWLRQV

����� 'HVFULSWLRQ�RI�WKH�)LQGLQJV
7KH� WHVWV� WKDW� UXQ� RQ� WKH� V\VWHP� UHSRUW� RQ� WUDFHV� WKDW� OHDG� WR� LQWHUDFWLRQV�
7KRVH�DUH�GHWHFWHG�E\�FKHFNLQJ�WKH�EHKDYLRU�DQG�WKH�GDWD�RI�WKH�V\VWHP�

%HKDYLRU

$Q� LQWHUDFWLRQ� PD\� FDXVH� WKH� GLVUXSWLRQ� RI� WKH� EHKDYLRU� �WUDFHV�� RI� WKH
V\VWHP�� 7ZR� W\SHV� RI� GLVUXSWLRQ� DUH� PRQLWRUHG�� 5RXJKO\� VSHDNLQJ�� LQ� WKH
ILUVW�PHWKRG�WKH�GLVDSSHDUDQFH�RI�DQ�H[SHFWHG�HYHQW�SRLQWV�WR�DQ�LQWHUDFWLRQ�
,Q�WKH�VHFRQG�PHWKRG��WKH�DSSHDUDQFH�RI�DQ�XQH[SHFWHG�HYHQW�LV�UHSRUWHG�DV
DQ�LQWHUDFWLRQ�

'DWD

'XULQJ�WHVWLQJ��YDOXHV�DJUHHG�XSRQ�E\�HYHQWV�DUH� ORJJHG��$IWHUZDUGV�� WKHVH
ORJV� DUH� DQDO\]HG� WR� GHWHFW� LQFRQVLVWHQFLHV� FDXVHG� E\� LQWHUDFWLRQV�� )RU
LQVWDQFH��VRPH�IHDWXUHV�VWDWH�WKDW�H[SOLFLW�ELOOLQJ�QRUPV�KDYH�WR�EH�DSSOLHG�
7KH�DQDO\VLV�RI� WKH� ORJV� FDQ�GHWHFW�ELOOLQJ� LQFRQVLVWHQFLHV� WKDW�ZRXOG�KDYH
UHVXOWHG�EHFDXVH�RI�LQWHUDFWLRQV��$V�PHQWLRQHG��WKLV�DQDO\VLV�LV�GRQH�RQO\�LQ
0HWKRG���

,Q�ERWK�FDVHV��WKH�QHW�UHVXOW�LV�D�WUDFH�OHDGLQJ�WR�DQ�LQWHUDFWLRQ�

����� 3UHVHQWDWLRQ�RI�WKH�5HVXOWV
$�UHTXLUHPHQW�RI�WKH�FRQWHVW�ZDV�WR�SUHVHQW�WKH�WUDFHV�OHDGLQJ�WR�LQWHUDFWLRQV�LQ
WKH�IRUP�RI�06&V��6WDUWLQJ�IURP�H[HFXWLRQ�WUDFHV��WKLV�LV�REWDLQHG�LQ�WZR�VWHSV�
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7UDFHV� OHDGLQJ� WR� LQWHUDFWLRQV� DUH� WUDQVODWHG� LQWR� WKH�06&�35�QRWDWLRQ� RI� WKH
7HOHORJLF�6'7�WRRO�XVLQJ�DQ�LQ�KRXVH�3(5/�VFULSW�

7KH�UXOHV�RI� WKH�FRQWHVW�GLFWDWH� WKH�GLUHFWLRQ�RI� WKH�HYHQWV��)RU� LQVWDQFH�� LW� LV
VWDWHG� WKDW� �2II�KRRN� ;�$GGUHVV�� JRHV� IURP� HQWLW\� 8VHU� WR� HQWLW\� 6ZLWFK�
�$QQRXQFH�;�$GGUHVV�0�0HVVDJH��JRHV�IURP�HQWLW\�6ZLWFK�WR�HQWLW\�8VHU��6LQFH
/2726�H[SUHVVHV�HYHQWV�DQG�YDOXHV�H[FKDQJHV�LQ�DQ�XQGLUHFWHG�PDQQHU��D�JDWH
QDPLQJ�VFKHPH�ZDV�VHOHFWHG�WR�HDVH�WKH�WUDQVODWLRQ�RI�WUDFHV�LQWR�06&V��(YHQWV
WKDW� H[FKDQJH� H[SHULPHQWV� GR� VR� WKURXJK� JDWHV� WKDW� EHDU� WKH� QDPH� RI� WKH
LQYROYHG�FRPSRQHQWV��)RU�LQVWDQFH��FRPPXQLFDWLQJ�HYHQWV�EHWZHHQ�D�XVHU�DQG
WKH� VZLWFK� JR� WKURXJK� WKH� JDWH� �RU� LQWHUIDFH�� XVHUBVZ�� )XUWKHUPRUH�� VSHFLILF
FRPSRQHQWV� PD\� EH� LGHQWLILHG� IURP� H[SHULPHQWV�� )RU� H[DPSOH�� WKH� HYHQW
user_sw !DialTone !A�UHIHUV�WR�WKH�VZLWFK�VHQGLQJ�D�'LDO7RQH�VLJQDO�WR�XVHU�$��

7KH�06&�HQWLWLHV�XVHG�DUH�WKRVH�VSHFLILHG�LQ�WKH�FRQWHVW�UXOHV��7KH�/2726�JDWH
QDPHV� GLVDSSHDU� DQG� H[SHULPHQWV� EHFRPH� WKH� PHVVDJHV� RI� WKH� 06&
WUDQVLWLRQV�

7KH�DGGLWLRQDO�LQIRUPDWLRQ�QHFHVVDU\�LV�WKH�RUGHU�RI�WKH�06&�WUDQVLWLRQV��7KHVH
HYROYH�LQ�WLPH�LQ�WKH�VDPH�RUGHU�DV�WKH�HYHQWV�IRXQG�LQ�WKH�WUDFHV��'XH�WR�WKH
VHPDQWLFV�RI�06&�35��LW�VXIILFHV�WR�XVH�DQ�LQWHJHU�FRXQWHU�WKDW�LV�LQFUHPHQWHG
DIWHU�WKH�WUDQVODWLRQ�RI�HDFK�HYHQW�

7KH�06&�(GLWRU�RI�WKH�7HOHORJLF�6'7�WRRO�LV�WKHQ�XVHG�IRU�WKH�SURGXFWLRQ�RI�WKH
FRQYHQWLRQDO� 06&V� UHTXLUHG� E\� WKH� FRQWHVW�� 7KLV� 06&� (GLWRU� VXSSRUWV� WZR
QRWDWLRQV�RI�06&��35�DQG�*5��,W�LV�MXVW�D�PDWWHU�RI�LPSRUWLQJ�WKH�WUDFHV�LQ�WKH
LQWHUQDO� 35�QRWDWLRQ� DQG� H[SRUWLQJ� WKHP� LQ� WKH� H[WHUQDO�*5� IRUPDW�� )LJXUH��
VKRZV�D�W\SLFDO�06&�REWDLQHG�E\�XVLQJ�WKLV�WHFKQLTXH��(DFK�06&�LV�DQQRWDWHG
ZLWK�WKH�GHVFULSWLRQ�RI�WKH�WHVW�HQYLURQPHQW��L�H�� LQLWLDO�VWDWHV�RI�WKH�WHOHSKRQH
V\VWHPV�LQYROYHG�DQG�DFWLYH�IHDWXUHV�
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7DEOHV���DQG���SURYLGH�DQ�RYHUYLHZ�RI�WKH�PHWKRG�FRYHUDJH�LQ�WHUPV�RI�QXPEHUV
RI� LQWHUDFWLRQV�IRXQG� IRU�DOO�SRVVLEOH�SDLUV�RI� IHDWXUHV�� ,W�VKRXOG�EH�QRWHG�WKDW
PDQ\�RI�WKHVH�LQWHUDFWLRQV��HVSHFLDOO\�IRU�0HWKRG����ZHUH�QRW�UHFRJQL]HG�DV�YDOLG
E\� WKH� FRQWHVW� FRPPLWWHH�� 7KH\� GHSHQG� RQ� FHUWDLQ� DVVXPSWLRQV� RQ� WKH
DUFKLWHFWXUH�RI� WKH�V\VWHP��DQG�PRVWO\� UHODWH� WR� FRQIOLFWLQJ�VLJQDOV� WKDW� UHVXOW
IURP� WKH� LQWHUOHDYLQJ� LQWHJUDWLRQ� RI� WKH� IHDWXUHV� �6HFWLRQV� ������ DQG� �������
ZKLFK�DSSDUHQWO\�ZDV�QRW�DQ�LQWHQGHG�LQWHJUDWLRQ�PHWKRG��&DVHV�RI�LQWHUDFWLRQV
RI�D�IHDWXUH�ZLWK�LWVHOI�ZHUH�H[FOXGHG�LQ�RXU�DQDO\VLV��VLQFH�ZH�FRQVLGHUHG�WKHVH
WR�EH�GHVLJQ�HUURUV�UDWKHU�WKDQ�LQWHUDFWLRQV�

&)%/ &1' ,1)% ,1)5 ,17/ 7&6 7:& ,1&) &: ,1&& 5& &(//

&)%/ � � � � � � � � � � � �

&1' � � � � � � � � � � �

,1)% � � � � � � � � � �

,1)5 � � � � � � � � �

,17/ � � � � � � � �

7&6 � � � � � � �

7:& � � � � � �

,1&) � � � � �

&: � � � �

,1&& � � �

5& � �

&(// �

7DEOH����6XPPDU\�RI�),�GHWHFWHG�ZLWK�0HWKRG��

&)%/ &1' ,1)% ,1)5 ,17/ 7&6 7:& ,1&) &: ,1&& 5& &(//
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&1' � � � � � � � � � � �

,1)% � �� � � � �� � � � �

,1)5 � � � � � � � � �

,17/ � � � � � � � �

7&6 � � � � � � �

7:& � � � � � �

,1&) � � � � �

&: � � � �

,1&& � � �

5& � �

&(// �

7DEOH����6XPPDU\�RI�),�GHWHFWHG�ZLWK�0HWKRG��

� 5HODWHG�,QIRUPDWLRQ
7KH�IRUWKFRPLQJ�0DVWHU·V�WKHVHV�RI�3�+DUQRLV�DQG�4�)X�ZLOO�H[SODLQ�LQ�GHWDLO�WKH
WZR�PHWKRGV�XVHG��7KH\�ZLOO�EH�SODFHG�RQ�WKH�:HE�SDJH�WKDW�DOUHDG\�FRQWDLQV
RXU�FRQWHVW�VXEPLVVLRQ��KWWS���ZZZ�FVL�XRWWDZD�FD�aORWRV�
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� &RQFOXVLRQV
7KH�FRQWHVW�FRPPLWWHH�LGHQWLILHG����SDLUZLVH�LQWHUDFWLRQV�LQ�WKH�VHW�RI���

IHDWXUHV��$OWKRXJK� ORJLFDOO\�ZHOO� FRQVWUXFWHG��0HWKRG���GRHV�QRW�DSSHDU� WR�EH
VWURQJ��,W�GLVFRYHUHG�RQO\����LQWHUDFWLRQV�RYHUDOO��,W�H[FOXGHG�&:�DQG�,17/�DQG
LW�GLVFRYHUHG�RQO\����RI� WKH����UHPDLQLQJ� LQWHUDFWLRQV� �UHFDOO� WKDW� LQWHUDFWLRQV
EHWZHHQ� D� IHDWXUH� DQG� LWVHOI� ZHUH� QRW� FRQVLGHUHG� E\� RXU� JURXS��� �� DGGLWLRQDO
LQWHUDFWLRQV�ZHUH�GHWHFWHG�E\� WKLV�PHWKRG��ZKLFK�ZHUH�QRW� LQ� WKH�FRPPLWWHH
V
OLVW�� 0HWKRG� �� GLVFRYHUHG� ���� LQWHUDFWLRQV� LQ� DOO�� RI� ZKLFK� ��� ZHUH� LQ� WKH
FRPPLWWHH
V� OLVW�� $PRQJ� WKH� ��� LQ� WKH� OLVW� WKDW� ZHUH� QRW� GHWHFWHG�� ��� DUH
EHWZHHQ�D� IHDWXUH�DQG� LWVHOI� DQG���� LQYROYH�7:&�RU�&:�RU�ERWK��DQG�KDYH�DW
OHDVW�IRXU�XVHUV��1HLWKHU�PHWKRG�VXFFHHGHG�LQ�ILQGLQJ�FRQIOLFWV�LQ�FDVHV�ZKHUH��
XVHUV�DUH� LQYROYHG��6KRUWFRPLQJV�VHHP�WR�KDYH�EHHQ�GXH�PRUH�WR� ODFN�RI� WLPH
DQG�FRPSXWLQJ�SRZHU��RU�SHUKDSV�ODFN�RI�RSWLPL]DWLRQ�LQ�WKH�DOJRULWKPV��WKDQ
WR� LQWULQVLF� OLPLWDWLRQV� RI� WKH�PHWKRGV�� 7KLV� VHHPV� WR� EH� SDUWLFXODUO\� WUXH� IRU
0HWKRG���

0RUH�LQWHUDFWLRQV�FRXOG�EH�GHWHFWHG�E\�FRPELQLQJ�WKH�IHDWXUHV�GLIIHUHQWO\��VXFK
DV� FRPELQLQJ� PRUH� WKDQ� WZR� RI� WKHP� DW� D� WLPH�� &KHFNLQJ� DGGLWLRQDO� IHDWXUH
SURSHUWLHV� LV� DQRWKHU� DYHQXH�� 7KH� PHWKRG� RI� JHQHUDWLQJ� JOREDO� /76V� DOVR
VKRZHG� LWV� OLPLWV� ZKHQ� WKH� DQDO\VLV� IRFXVVHG� RQ� IHDWXUHV� WKDW� JHQHUDWH� YHU\
ODUJH� VWDWH� VSDFHV�� VXFK� DV� 7:&� DQG� &:�� $W� WKDW� SRLQW�� LW� ZDV� QR� ORQJHU
SRVVLEOH�WR�H[SDQG�WKH�ZKROH�V\VWHP�EHKDYLRU��DQG�LW�EHFDPH�QHFHVVDU\�WR�VWDUW
ORRNLQJ�DW�SDUWV�RI�LW�RQO\��$�PHWKRG�EDVHG�RQ�WKH�XVH�RI�KHXULVWLFDOO\�JHQHUDWHG
WHVW�FDVHV�SUREDEO\�ZRXOG�KDYH�EHHQ�PRUH�SURGXFWLYH�>��@�

'HWHFWLRQ� WLPHV� YDULHG� JUHDWO\�� IURP� D� IHZ� VHFRQGV� IRU� WKH� VLPSOHVW� IHDWXUHV
FRPELQDWLRQV� WR� DERXW� ��� KRXUV� LQ� FDVHV� ZKHUH� WKH� PRVW� FRPSOH[� IHDWXUHV
�7:&�DQG�&:��ZHUH�H[HUFLVHG�DJDLQVW�DOO�RWKHUV��7KHVH�WLPHV�ZHUH�RQ�ORZ�HQG
63$5&�VWDWLRQV�

7KH�XVH�RI�D�FRPPRQ�VSHFLILFDWLRQ�RI�WKH�V\VWHP�XQGHU�WHVW�E\�WKH�WZR�GLIIHUHQW
PHWKRGV�FUHDWHG�VRPH�GLIILFXOWLHV�DW�WKH�EHJLQQLQJ��%XW�LQ�WKH�HQG��LW�SURYHG�WR
EH� DQ� HIILFLHQW� URXWH��2WKHU� GHWHFWLRQ�PHWKRGV� FRXOG�KDYH� EHHQ� WULHG�ZLWKRXW
PXOWLSO\LQJ�WKH�WRWDO�HIIRUW�

7KH�GHWHFWLRQ�RI�IHDWXUH�LQWHUDFWLRQV�ZRXOG�EH�IDFLOLWDWHG�JUHDWO\�LI�WKH�V\VWHPV
DQG� IHDWXUHV� ZHUH� VSHFLILHG� IRUPDOO\�� LQ� D� IRUPDW� VXLWDEOH� IRU� DXWRPDWHG
DQDO\VLV��7KLV�LV�EHFDXVH�RQH�RI�WKH�NH\�RSHUDWLRQV�UHVLGHV�LQ�WKH�IRUPDOL]DWLRQ
RI� WKH� UHTXLUHPHQWV�� ZKLFK� LQFOXGHV� IRUPDOL]DWLRQ� RI� WKH� V\VWHP� DUFKLWHFWXUH�
7KH� LQIRUPDO�QDWXUH� RI� WKH�GHVFULSWLRQV� LQFUHDVHV� WKH� ULVNV� RI�PLVLQWHUSUHWLQJ
WKH� IHDWXUH� SURSHUWLHV� DQG� VORZV� WKH� SURFHVV�� QRW� WR� IRUJHW� WKH� SRVVLELOLW\� RI
PLVVLQJ�VRPH�SURSHUWLHV��$V�PHQWLRQHG��LPSRUWDQW�GHFLVLRQV�KDG�WR�EH�WDNHQ�LQ
WKH� SURFHVV� RI� WUDQVODWLQJ� &KLVHO� LQWR� /2726�� DQG� SUREDEO\� GLIIHUHQW
SDUWLFLSDQWV� WRRN� GLIIHUHQW� GHFLVLRQV�� $OWKRXJK� WKLV� SUREOHP� ZRXOG� EH
HOLPLQDWHG�E\�XVLQJ�DQ�)'7�LQ�WKH�IRUPDO�VSHFLILFDWLRQV�RI�WKH�V\VWHP�WR�VWDUW
ZLWK��WKLV�ZRXOG�HVWDEOLVK�D�PDMRU�DGYDQWDJH�IRU�FRQWHVWDQWV�FKRRVLQJ�WKH�VDPH
)'7�� DQG� RWKHU� FRQWHVWDQWV� ZRXOG� IHHO� GLVFRXUDJHG� IURP� HQWHULQJ�� 7KH� EHVW
FRPSURPLVH� VHHPV� WR� EH� VWULYLQJ� IRU� WKH� JUHDWHVW� SRVVLEOH� SUHFLVLRQ� LQ� WKH
LQIRUPDO�VSHFLILFDWLRQV�
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7KH� QHHG� WR� UHVSHFW� WKH� GHDGOLQHV� RI� WKH� FRQWHVW� GLG� QRW� DOORZ� XV� WR� WU\� DQG
LQWHJUDWH�EHWWHU�WKH�WZR�PHWKRGV�WKDW�ZHUH�XVHG��RU�WR�LQWHJUDWH�WKHP�ZLWK�XVH
FDVH�EDVHG� WHFKQLTXHV�XQGHU� GHYHORSPHQW� LQ� D� UHODWHG� SURMHFW� >�@>��@�� 7KLV� LV
WKH�VXEMHFW�RI�FXUUHQW�ZRUN�LQ�RXU�JURXS�

7KHVH� PHWKRGV� DSSHDU� WR� EH� UHDG\� IRU� H[SHULPHQWDO� XVH� LQ� LQGXVWULDO
HQYLURQPHQWV�� DQG� LQ� IDFW� WKH\� DUH� EHLQJ� SXUVXHG� ZLWK� WZR� LQGXVWULDO
FROODERUDWRUV�

$FNQRZOHGJHPHQWV
:H�DUH�JUDWHIXO�WR�WKH�RUJDQL]HUV�RI�WKH�FRQWHVW�IRU�SUHVHQWLQJ�XV�ZLWK�VXFK�DQ
LQWHUHVWLQJ�FKDOOHQJH��:H�DUH�DOVR�JUDWHIXO�IRU�ILQDQFLDO�VXSSRUW�E\�0RWRUROD��WKH
1DWXUDO� 6FLHQFHV� DQG� (QJLQHHULQJ� 5HVHDUFK� &RXQFLO� RI� &DQDGD�� 1RUWHO�� DQG
&RPPXQLFDWLRQV� DQG� ,QIRUPDWLRQ� 7HFKQRORJ\� 2QWDULR�� /DXUHQW
$QGULDQWVLIHUDQD� SURYLGHG� WKH� ILUVW� GUDIW� RI� WKH� /2726� VSHFLILFDWLRQ�� 'DQLHO
$P\RW�FRQWULEXWHG�ZLWK�PDQ\�KHOSIXO�VXJJHVWLRQV�DQG�FRPPHQWV�

� 5HIHUHQFHV
>�@ $JJRXQ�� ,���DQG�&RPEHV��3��2EVHUYHUV� LQ� WKH�6&(�DQG� WKH�6((�WR�'HWHFW

DQG�5HVROYH�6HUYLFH�,QWHUDFWLRQV��,Q��'LQL��3���%RXWDED��5���DQG�/RJULSSR��/�
)HDWXUH� ,QWHUDFWLRQV� LQ� 7HOHFRPPXQLFDWLRQ�1HWZRUNV� ,9�� ,26� 3UHVV�� ����
����

>�@ $KR�� $��� *DOODJKHU�� 6��� *ULIIHWK�� 1��� 6FKHHO�� &��� DQG� 6ZD\QH�� '�� 6FXOSWRU
ZLWK� &KLVHO�� 5HTXLUHPHQWV� (QJLQHHULQJ� IRU� &RPPXQLFDWLRQV� 6HUYLFHV�� ,Q
.LPEOHU��.��DQG�%RXPD��:���HGV��,Q��.LPEOHU��.���DQG�%RXPD��/�*��)HDWXUH
,QWHUDFWLRQV� LQ� 7HOHFRPPXQLFDWLRQV� 6\VWHPV� 9�� ,26� 3UHVV�� ������ ������
KWWS���ZZZ�GE�UHVHDUFK�EHOO�ODEV�FRP�XVHU�QDQF\J�VFXOSWRU�SV

>�@ $P\RW��'���%XKU��5�-�$���*UD\��7���DQG�/RJULSSR��/��8VH�&DVH�0DSV�IRU�WKH
&DSWXUH� DQG� 9DOLGDWLRQ� RI� 'LVWULEXWHG� 6\VWHPV� 5HTXLUHPHQWV�� 7R� DSSHDU
LQ�� ,65(·���� )RXUWK� ,QWHUQDWLRQDO� 6\PSRVLXP� RQ� 5HTXLUHPHQWV
(QJLQHHULQJ��/LPHULFN��,UHODQG��-XQH������

>�@ %ORP�� -��� -RKQVVRQ�� %��� .HPSH�� /�� 8VLQJ� 7HPSRUDO� /RJLF� IRU� 0RGXODU
6SHFLILFDWLRQ� RI� 7HOHSKRQH� 6HUYLFHV�� ,Q�� %RXPD�� :��� DQG� 9HOWKXLMVHQ�� +�
�(GV��� )HDWXUH� ,QWHUDFWLRQ� LQ� 7HOHFRPPXQLFDWLRQV� 6\VWHPV�� ,26� 3UHVV�
��������������

>�@ %ORP�� -�� )RUPDOLVDWLRQ� RI� 5HTXLUHPHQWV� ZLWK� (PSKDVLV� RQ� )HDWXUH
,QWHUDFWLRQ�'HWHFWLRQ�� ,Q��'LQL�� 3��� %RXWDED��5��� DQG� /RJULSSR�� /�� )HDWXUH
,QWHUDFWLRQV�LQ�7HOHFRPPXQLFDWLRQ�1HWZRUNV�,9��,26�3UHVV��������

>�@ %RORJQHVL�� 7�� DQG� %ULQNVPD�� (�� ,QWURGXFWLRQ� WR� WKH� ,62� 6SHFLILFDWLRQ
/DQJXDJH�/2726��&RPSXWHU�1HWZRUNV�DQG�,6'1�6\VWHPV����������������

>�@ %RXPD��:��DQG�=XLGZHJ��+��)RUPDO�$QDO\VLV�RI�6HUYLFH�)HDWXUH�,QWHUDFWLRQ
XVLQJ� PRGHO� FKHFNLQJ�� 7,�38��������� 377� 5HVHDUFK�� /HLGVFKHQGDP�� 7KH
1HWKHUODQGV�������

>�@ %RXPH]EHXU��5���DQG�/RJULSSR��/��6SHFLI\LQJ�7HOHSKRQH�6\VWHPV�LQ�/2726
DQG� WKH�)HDWXUH� ,QWHUDFWLRQ� 3UREOHP�� ,QWHUQDWLRQDO�:RUNVKRS�RQ�)HDWXUH



������

,QWHUDFWLRQV� LQ� 7HOHFRPPXQLFDWLRQV� 6\VWHPV� �6W�3HWHUVEXUJ�� )OD��� ������
�������

>�@ %RXPH]EHXU��5���DQG�/RJULSSR��/��6SHFLI\LQJ�7HOHSKRQH�6\VWHPV�LQ�/2726
DQG� WKH� )HDWXUH� ,QWHUDFWLRQ� 3UREOHP�� ,(((� &RPPXQLFDWLRQV�0DJD]LQH� �
�������������

>��@ %XKU��5�-���$P\RW��'���(ODPPDUL��0���4XHVQHO��'���*UD\��7���0DQNRZVNL��6�
)HDWXUH�,QWHUDFWLRQ�9LVXDOL]DWLRQ�DQG�5HVROXWLRQ�LQ�DQ�$JHQW�(QYLURQPHQW�
,Q�� .LPEOHU�� .��� DQG� %RXPD�� /�*�� )HDWXUH� ,QWHUDFWLRQV� LQ
7HOHFRPPXQLFDWLRQV�6\VWHPV�9��,26�3UHVV����������������

>��@ &RPEHV�� 3��� DQG� 3LFNLQ�� 6�� )RUPDOL]DWLRQ� RI� D� XVHU� YLHZ� RI� QHWZRUN� DQG
VHUYLFHV�IRU�IHDWXUH�LQWHUDFWLRQ�GHWHFWLRQ��,Q��%RXPD��/�*���DQG�9HOWKXLMVHQ�
+�� �HGV���)HDWXUH�,QWHUDFWLRQV�LQ�7HOHFRPPXQLFDWLRQV�6\VWHPV�� ,26�3UHVV�
��������������

>��@ 'LD]��0���-XDQROH��*���&RXUWLDW��-��3��2EVHUYHU�²�$�&RQFHSW�IRU�)RUPDO�RQ�
OLQH�9DOLGDWLRQ�RI�'LVWULEXWHG�6\VWHPV�� ,Q� ,(((�7UDQVDFWLRQV�RQ�6RIWZDUH
(QJLQHHULQJ��9RO������1���������������'HFHPEHU��������$OVR�/$$6��������

>��@ 'VVRXOL��5��DQG�%RFKPDQQ��*��9��(UURU�'HWHFWLRQ�ZLWK�0XOWLSOH�2EVHUYHUV�
3URWRFRO� 6SHFLILFDWLRQ�� 7HVWLQJ� DQG� 9HULILFDWLRQ�� 9�� (OVHYLHU� 6FLHQFH
3XEOLVKHUV�%��9��������

>��@ GX�%RXVTXHW��/���2XDEGHVVHODP��)���5LFKLHU��-��/���=XDQRQ��1��,QFUHPHQWDO
)HDWXUH� 9DOLGDWLRQ�� $� 6\QFKURQRXV� 3RLQW� RI� 9LHZ�� ,Q�� .LPEOHU�� .��� DQG
%RXPD��/�*��)HDWXUH� ,QWHUDFWLRQV� LQ�7HOHFRPPXQLFDWLRQV�6\VWHPV�9�� ,26
3UHVV����������������

>��@ (KULJ�� +�� DQG� 0DKU�� %�� )XQGDPHQWDOV� RI� $OJHEUDLF� 6SHFLILFDWLRQV� ��
6SULQJHU��%HUOLQ�������

>��@ )DFL�� 0��� DQG� /RJULSSR�� /�� $Q� $OJHEUDLF� )UDPHZRUN� IRU� WKH� )HDWXUH
,QWHUDFWLRQ� 3UREOHP�� 3URF�� RI� WKH� �UG� $0$67� :RUNVKRS� RQ� 5HDO�7LPH
6\VWHPV��6DOW�/DNH�&LW\����������������

>��@ )DFL�� 0��� DQG� /RJULSSR�� /�� 6SHFLI\LQJ� )HDWXUHV� DQG� $QDO\]LQJ� WKHLU
,QWHUDFWLRQV�LQ�D�/2726�(QYLURQPHQW��,Q��/�*��%RXPD�DQG�+��9HOWKXLMVHQ
�HGV��� )HDWXUH� ,QWHUDFWLRQV� LQ� 7HOHFRPPXQLFDWLRQV� 6\VWHPV�� ,26� 3UHVV�
������3URF��RI�WKH��QG�,QWHUQDWLRQDO�:RUNVKRS�RQ�)HDWXUH�,QWHUDFWLRQV�LQ
7HOHFRPPXQLFDWLRQV�6\VWHPV��$PVWHUGDP����������

>��@ )DFL��0��� /RJULSSR�� /��� DQG�6WpSLHQ��%�� )RUPDO� 6SHFLILFDWLRQ� RI� 7HOHSKRQH
6\VWHPV� LQ� /2726�� 7KH� &RQVWUDLQW�2ULHQWHG� $SSURDFK�� &RPSXWHU
1HWZRUNV�DQG�,6'1�6\VWHPV�����������������

>��@ )DFL�� 0��� /RJULSSR�� /��� DQG� 6WpSLHQ�� %�� 6WUXFWXUDO� 0RGHOV� IRU� 6SHFLI\LQJ
7HOHSKRQH�6\VWHPV��&RPSXWHU�1HWZRUNV�DQG�,6'1�6\VWHPV���������������
����

[20] )HUQDQGH]��-��&���*DUDYHO��+���.HUEUDW��$���0DWHHVFX��5���0RXQLHU��/���DQG
6LJKLUHDQX�� 0�� &$'3� �&$(6$5�$/'(%$5$1� 'HYHORSPHQW� 3DFNDJH��� $
3URWRFRO�9DOLGDWLRQ�DQG�9HULILFDWLRQ�7RROER[��,Q�5DMHHY�$OXU�DQG�7KRPDV�$�
+HQ]LQJHU�� HGLWRUV�� 3URFHHGLQJV� RI� WKH� �WK&RQIHUHQFH� RQ�&RPSXWHU�$LGHG
9HULILFDWLRQ��1HZ�%UXQVZLFN��1HZ�-HUVH\��86$���YRO�������RI�/HFWXUH�1RWHV
LQ�&RPSXWHU�6FLHQFH�����������6SULQJHU�9HUODJ��$XJXVW������



������

>��@ *KULEL�� %��� DQG� /RJULSSR�� /�� $� 9DOLGDWLRQ� (QYLURQPHQW� IRU� /2726�� ,Q�
'DQWKLQH�� $��� DQG� /HGXF�� *�� �HGV��� 3URWRFRO� 6SHFLILFDWLRQ�� 7HVWLQJ�� DQG
9HULILFDWLRQ�� ;,,,� �3URF�� RI� WKH� ��WK� ,QWHUQDWLRQDO� 6\PSRVLXP� RQ� 3URWRFRO
6SHFLILFDWLRQ�� 7HVWLQJ�� DQG� 9HULILFDWLRQ�� RUJDQL]HG� E\� ,),3�:*� ����� /LqJH�
1RUWK�+ROODQG���������������

>��@ *ULIIHWK�� 1�'��� 7DGDVKL�� 2��� *UpJRLUH�� -��&�� DQG� %OXPHQWKDO�� 5�� )LUVW
)HDWXUH� ,QWHUDFWLRQ�'HWHFWLRQ� &RQWHVW�� ,Q�� .LPEOHU�� .��� DQG� %RXPD�� /�*�
)HDWXUH� ,QWHUDFWLRQV� LQ�7HOHFRPPXQLFDWLRQV�6\VWHPV�9�� ,26�3UHVV�������
���������KWWS���ZZZ�WWV�OWK�VH�),:���FRQWHVW�KWPO

>��@ +RDUH��&�$�5��&RPPXQLFDWLQJ�6HTXHQWLDO�3URFHVVHV��3UHQWLFH�+DOO�������
>��@ ,QWHUQDWLRQDO� 7HOHFRPPXQLFDWLRQV� 8QLRQ�� 7HOHFRPPXQLFDWLRQ

6WDQGDUGL]DWLRQ� 6HFWRU� �,78�7�� =������ 6HULHV� =�� 3URJUDPPLQJ� /DQJXDJHV�
0HVVDJH�6HTXHQFH�&KDUWV��������

>��@ ,62�� ,QWHUQDWLRQDO� 2UJDQL]DWLRQ� IRU� 6WDQGDUGL]DWLRQ� �� ,QIRUPDWLRQ
3URFHVVLQJ� 6\VWHPV�� 2SHQ� 6\VWHPV� ,QWHUFRQQHFWLRQ�� /2726� ²� $� )RUPDO
'HVFULSWLRQ� 7HFKQLTXH�%DVHG� RQ� WKH� 7HPSRUDO�2UGHULQJ� RI� 2EVHUYDWLRQDO
%HKDYLRXU��,6�������������(��%ULQNVPD��HG���

>��@ .DPRXQ��-���DQG�/RJULSSR��/��*RDO�2ULHQWHG�)HDWXUH�,QWHUDFWLRQ�'HWHFWLRQ
LQ� WKH� ,QWHOOLJHQW� 1HWZRUN� 0RGHO�� ,Q�� %RXPD�� :�� DQG� .LPEOHU�� .�� �(GV��
)HDWXUH�,QWHUDFWLRQV�LQ�7HOHFRPPXQLFDWLRQV��9��,26�3UHVV���������������
�,(((�&RQIHUHQFH��

>��@ /RJULSSR�� /��� )DFL�� 0��� DQG� +DM�+XVVHLQ�� 0�� $Q� ,QWURGXFWLRQ� WR� /2726�
/HDUQLQJ�E\�([DPSOHV��&RPSXWHU�1HWZRUNV�DQG�,6'1�6\VWHPV�������������
���������(UUDWD�LQ���������������������

>��@ 0LOQHU��&RPPXQLFDWLRQ�DQG�&RQFXUUHQF\��3UHQWLFH�+DOO�������
>��@ 3DYyQ�� 6�� DQG� /ODPDV�� 0�� ´7KH� WHVWLQJ� )XQFWLRQDOLWLHV� RI� /2/$µ�� ,Q�� -�

4XHPDGD�� -�� $�� 0DxDV� DQG� (�� 9i]TXH]� �(GV��� )RUPDO� 'HVFULSWLRQ
7HFKQLTXHV��,,,��,),3�1RUWK�+ROODQG���������������

>��@ 4XHPDGD��-���3DYyQ��6���)HUQiQGH]��$��7UDQVIRUPLQJ�/2726�6SHFLILFDWLRQV
ZLWK� /2/$� �� 7KH� 3DUDPHWHUL]HG� ([SDQVLRQ�� ,Q� 7XUQHU�� .�� �(G��� )RUPDO
'HVFULSWLRQ�7HFKQLTXHV�,��1RUWK�+ROODQG�������������

>��@ 6WpSLHQ�� %��� DQG� /RJULSSR�� /�� )HDWXUH� ,QWHUDFWLRQ� 'HWHFWLRQ� 8VLQJ
%DFNZDUG�5HDVRQLQJ�ZLWK�/2726��,Q��9XRQJ�6���HG��3URWRFRO�6SHFLILFDWLRQ�
7HVWLQJ��DQG�9HULILFDWLRQ��;,9��������������

>��@ 6WpSLHQ�� %��� DQG� /RJULSSR�� /�� 5HSUHVHQWLQJ� DQG� 9HULI\LQJ� ,QWHQWLRQV� LQ
7HOHSKRQ\�)HDWXUHV�8VLQJ�$EVWUDFW�'DWD�7\SHV��,Q��&KHQJ��.�(���DQG�2KWD�
7���(GV���)HDWXUH�,QWHUDFWLRQV�LQ�7HOHFRPPXQLFDWLRQV��,,,��,26�3UHVV�������
��������

>��@ 7HOHORJLF� ��������7HOHORJLF�25&$�DQG�6'7������7HOHORJLF�$%��%R[�������6�
�������0DOPRH��6ZHGHQ�������

>��@ 7KRPDV��0��0RGHOOLQJ� DQG� $QDO\VLQJ� 8VHU� 9LHZV� RI� 7HOHFRPPXQLFDWLRQV
6HUYLFHV��,Q��'LQL��3���%RXWDED��5���DQG�/RJULSSR��/��)HDWXUH�,QWHUDFWLRQV�LQ
7HOHFRPPXQLFDWLRQ�1HWZRUNV�,9��,26�3UHVV����������������

>��@ 7XUQHU��.�-���(G���8VLQJ�)RUPDO�'HVFULSWLRQ�7HFKQLTXHV���$Q�,QWURGXFWLRQ
WR�(67(//(��/2726�DQG�6'/��:LOH\��1HZ�<RUN�������



������

>��@ 7XUQHU�� .�-�� 9DOLGDWLQJ�$UFKLWHFWXUDO� )HDWXUH�'HVFULSWLRQV�8VLQJ� /2726�
,Q�� .LPEOHU�� .��� DQG� %RXPD�� /�*�� )HDWXUH� ,QWHUDFWLRQV� LQ
7HOHFRPPXQLFDWLRQV�6\VWHPV�9��,26�3UHVV����������������

>��@ 9LVVHU�� &��� 6FROOR�� *��� YDQ� 6LQGHUHQ�� 0�� DQG� %ULQNVPD�� (�� 6SHFLILFDWLRQ
6W\OHV� LQ� 'LVWULEXWHG� 6\VWHPV� 'HVLJQ� DQG� 9HULILFDWLRQ�� 7KHRUHWLFDO
&RPSXWHU�6FLHQFH�������������������


